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Ensuring the cryptographic security of embedded systems is a critical challenge as modern devices integrate advanced
functionality and operate in increasingly interconnected environments. While the Advanced Encryption Standard (AES)
remains mathematically secure even against quantum-computational threats, its physical implementation unavoidably
emits side-channel leakage, such as power fluctuations and electromagnetic radiation. These unintentional leakages allow
adversaries to infer secret keys via side-channel attacks (SCAs) with minimal physical access. This dissertation
establishes a comprehensive hardware-oriented security framework designed to evaluate and mitigate such risks by
bridging the "cross-domain gap" between abstract security metrics and physical hardware design parameters.

The framework first addresses the prohibitive cost of side-channel attack evaluation. Conventional verification requires
hundreds of thousands of traces, creating a bottleneck in the hardware development cycle. By exploiting the "evaluator’s
privilege"—access to internal states and design data—the proposed framework introduces methodologies for fast and
scalable security prediction. This includes the use of statistically engineered selected plaintexts to amplify leakage signals
and multiple regression-based generators to synthesize high-fidelity waveforms for deep-learning-based SCAs. These
techniques reduce measurement requirements by up to two orders of magnitude. Furthermore, the integration of Register-
Transfer-Level (RTL) logic simulation with IC EMC macro-models enables high-fidelity vulnerability prediction at the
pre-prototyping stage, providing a cost-effective alternative to transistor-level simulations.

To resolve the lack of actionable feedback for hardware engineers, the research formulates a design-oriented
methodology that links Power Distribution Network (PDN) transfer-function characteristics directly to SCA success rates.
By deriving "secure regions" in the transfer-function space, the framework transforms abstract security requirements into
concrete engineering constraints, such as specific target impedances or required attenuation levels across vulnerable
frequency bands. This allows designers to optimize Printed Circuit Board (PCB) layouts and EMI filters based on
quantitative evidence rather than rules of thumb based on trial and error.

Finally, the dissertation clarifies leakage propagation mechanisms beyond the PCB boundary. It identifies how
switching noise couples into external conductors attached to the PC board through split ground planes and reveals how
measurement probes can inadvertently create new conduction paths that leak secret data. These findings highlight that
security is a system-level property dependent on the entire electromagnetic environment.

Together, these contributions advance the practical evaluation and mitigation of side-channel leakage. By establishing
a quantitative link between cryptographic security and electromagnetic compatibility (EMC), this dissertation provides a
foundation for the long-term reliability and security of cryptographic hardware in an era of rapidly evolving system

complexity.
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