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A Study on Information Security for End-to-End Communication by TCP/IP Internet Protocol
Suite
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As smart devices become increasingly sophisticated, collaboration between SNS applications and financial service
APIs, known as open banking, has become common through the TCP/IP protocol suite. This trend heightens the
importance of information security in end-to-end communication between user applications on devices and server-side
services. According to ISO/IEC 27000:2018, information security involves maintaining confidentiality, integrity, and
availability.

To ensure secure API access, Transport Layer Security and OAuth 2.0 are employed; however, unauthorized API
access remains a concern. The Financial-grade API (FAPI) security profile is proposed to mitigate this risk, but its
implementation relies heavily on configuring an OAuth 2.0 authorization server. This process often requires significant
man-hours, leading to potential misconfigurations and inefficiencies in the development cycle.

In response, we developed a policy-based method for applying security profiles, featuring two modules: a Profile
module that implements the security profile and a Policy module that determines when and which profile to apply based
on request context. Our analysis showed that this method can significantly reduce the man-hours required for
configuration.

We also created a conformance test execution platform designed to streamline the testing of FAPI security profiles
against Keycloak, an open-source identity and access management solution. This platform automates the setup of
necessary server programs, formalizes testing procedures, and allows for parallel execution of conformance tests, thus
maintaining the efficiency of Keycloak’s CI/CD processes. We verified that the platform can effectively run tests for
multiple security profiles, ensuring compliance without extending the CI/CD cycle.

Lastly, we explored bandwidth control strategies within networks using PROFINET to manage latency effectively in
both real-time and best-effort communications. Our mathematical model derived from queuing theory provides insights
into traffic volume thresholds, helping to maintain optimal availability.

Through this research, we addressed critical issues in securing end-to-end communication for API access. Our
contributions, including the implementation of policy-based security profiles and the conformance testing platform, have

been integrated into the OSS Keycloak, ensuring free access to these enhancements for the community.
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