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Abstract

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) is an advanced
cryptographic technique that enhances the flexibility and security of access
control in data encryption. Unlike traditional encryption methods where access
is determined by the possession of a single key, CP-ABE enables access based
on a user’s attributes, providing a more fine-grained and expressive approach
to data security.

The CP-ABE scheme operates through four main functions such as setup,
key generation, encryption, and decryption. In the setup function, the algo-
rithm generates a master key and a public key. The public key is distributed to
users, while the master key is kept secret. The master key and public key are
then used to create secret keys for users based on their attributes. These secret
keys enable authorized users to decrypt ciphertexts that adhere to specified
access policies, ensuring fine-grained access control over encrypted data.

In CP-ABE, data is encrypted under an access policy specified by the data
owner. Access to the encrypted data is granted only if the user’s attributes
satisfy the access policy embedded in the ciphertext. This approach integrates
the encryption and access control processes, ensuring that only authorized
users can decrypt the data.

Therefore, CP-ABE is not only to encrypt data but also to provide fine-
grained access control over encrypted data. CP-ABE is a powerful crypto-
graphic tool for keeping data safe in places like cloud storage, the Internet
of Things (IoT), personal health records, and blockchain, using pairing-based
cryptography:.

Cloud computing enables the storage and remote access of data via the
internet. However, issues with access control and privacy arise when data
is stored by a third party. On the other hand, IoT is a rapidly developing
technology in the modern digital era. The large amounts of data generated by
the expanding [oT have led to a greater focus on privacy and data access control
in security. To meet these requirements, CP-ABE is utilized to provide privacy
and fine-grained access control in both cloud storage and IoT applications.

Despite CP-ABE has various important applications, the original CP-
ABE scheme relies on the pairing-based cryptography (PBC) library. The
PBC library is an open-source library carrying out the essential mathematical
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operations in pairing-based cryptosystems. Speed and portability are crucial
considerations as the PBC library is intended to serve as the foundation for
pairing-based cryptosystem implementations. It offers functions like elliptic
curve arithmetic, hash-to-curve, and pairing. The PBC utilizes symmetric
pairing, which offers a security level limited to 80 bits. This level of security
is now considered outdated and vulnerable to various attacks, failing to meet
the current demands for high-level security.

The Efficient Library for Pairing Systems (ELiPS), on the other hand, of-
fers efficient operations related to pairing-based cryptography, delivering high
performance while upholding a substantial security standard. Such cryptogra-
phy involves mathematical pairings between points on an elliptic curve. The
ELiPS library offers a range of functionalities, including point arithmetic op-
erations, exponentiation, hash-to-curve, and pairing. ELiPS is specifically de-
signed to support bilinear pairing using the BLS-12 curve, providing a 128-bit
security level.

In our first study, to deal with the shortcomings of the original CP-ABE,
we adopt and implement the ELiPS as an efficient library for pairing systems
into the CP-ABE framework, namely ELiPS-based CP-ABE. However, the in-
tegration process is not straightforward due to differences between PBC and
ELiPS libraries, including function parameters, data types, and the type of
pairing. Notably, ELiPS supports asymmetric pairing, while the original CP-
ABE relies on symmetric pairing. To bridge this gap and ensure compatibility,
we designed three procedures to adapt ELiPS for CP-ABE. Our approach be-
gins with the generation of a generator g. Then, we utilize Shirase’s method to
transform asymmetric pairing to symmetric pairing, establishing compatibility
between ELiPS and CP-ABE. Subsequently, we make several modifications to
the CP-ABE framework and choose the appropriate ELiPS functions for inte-
gration.

Afterward, we validate our proposal through several experiments involv-
ing data access authorization scenarios. Firstly, we evaluate the efficacy of
setup, key generation, encryption, and decryption in PBC-based CP-ABE,
MCL-based CP-ABE, and ELiPS-based CP-ABE with a two-attribute sce-
nario. The results show that the setup time in ELiPS-based CP-ABE reduces
by 26.8% and in MCL-based CP-ABE decreases by 28.6% compared to PBC-
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based CP-ABE. In addition, the key generation time in MCL-based CP-ABE
is lower than that in PBC-based CP-ABE by 74.8%, while in ELiPS-based CP-
ABE, it is lower than other schemes by 2.6% compared to MCL-based CP-ABE
and by 75.5% compared to PBC-based CP-ABE. Moreover, the results con-
firm that the encryption time in ELiPS-based CP-ABE is the lowest among
the three versions, namely PBC-based CP-ABE, MCL-based CP-ABE, and
ELiPS-based CP-ABE. Whereas encryption time in MCL-based CP-ABE de-
creases by 74.0%, encryption time in ELiPS-based CP-ABE reduces by 75.3%
compared to that in PBC-based CP-ABE. On the other hand, the decryption
time for MCL-based CP-ABE and ELiPS-based CP-ABE increases by 31.5%
and 50.7%, respectively, compared to the decryption time for PBC-based CP-
ABE. Hence, further evaluation with increasing the number of attributes is
necessary. Secondly, since the setup part is not affected by the number of
attributes, we do not need to evaluate it further. Instead, we focus on experi-
ments and evaluations of key generation, encryption, and decryption with the
numbers of attributes ranging from 2 to 20. The experimental results depict
the key generation time in MCL-based CP-ABE is lower than that in PBC-
based CP-ABE by 74.7%, while in ELiPS-based CP-ABE, it is lower than
other schemes by 3.7% compared to MCL-based CP-ABE and by 75.6% com-
pared to PBC-based CP-ABE. Encryption time in ELiPS-based CP-ABE is the
lowest among the three versions. Encryption time in ELiPS-based CP-ABE
decreases by 75.0% compared to that in PBC-based CP-ABE and reduces by
4.9% compared to that in MCL-based CP-ABE. The decryption time of both
MCL-based CP-ABE and ELiPS-based CP-ABE is higher than that of the
PBC-based CP-ABE across scenarios.

Overall, the experimental results confirm that our ELiPS-based CP-ABE
performs comparably to the competitive MCL library, showcasing its efficiency
and effectiveness in modern cryptographic applications. Additionally, com-
pared to PBC-based CP-ABE, our ELiPS-based solution demonstrates reduced
computational costs across most functions, except for decryption. Therefore,
in the next study, we aim to reduce the decryption process time in ELiPS-based
CP-ABE. In ELiPS-based CP-ABE, the decryption part primarily utilizes in-
version in the Lagrange coefficient part and pairing, which includes the Miller

loop and final exponentiation. Both the final exponentiation and inversion are
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equivalent to the number of attributes. Performing these operations can be
very expensive, especially when the number of attributes is large.

In our second study, we further explore reducing the decryption process
time in the initial version of ELiPS-based CP-ABE by proposing two optimiza-
tion methods, such as minimizing the number of final exponentiations and in-
versions. The decryption cost comparison shows that our methods reduce the
number of final exponentiations from 2n 4+ 1 to 2 and the number of inversions
from n + 1 to 2. The experimental results show that the equation with mini-
mizing the number of final exponentiations reduces the execution time by an
average of 43.6% compared to the original equation, and our proposed equation
with minimizing the number of inversions decreases the execution time by an
average of 74.4% compared to the equation without minimizing the number of
inversions. In addition, we already successfully integrated these minimization
methods into the ELiPS-based CP-ABE and implemented several scenarios,
which increase the number of attributes from 5 to 100, to measure the decryp-
tion time. The effectiveness of the proposal is confirmed through experimental
analyses where the decryption time in the ELiPS-based with these optimiza-
tions decreased by an average of 45.5% compared to the initial version of
ELiPS-based CP-ABE.

In our third study, we further evaluate and analyze the impact of these
optimizations on decryption efficiency. Moreover, we compare the ELiPS-based
CP-ABE with these improvements to the initial version of ELiPS-based CP-
ABE and the original PBC-based CP-ABE. As a result, the combination of
both optimization techniques resulted in an average 43.1% overall reduction in
decryption time compared to the initial version of the ELiPS-based CP-ABE
scheme, while in total execution, it led to a 25.3% improvement. Furthermore,
our optimized construction also outperformed the original PBC-based CP-ABE
by an average of 53.8%, while providing a higher 128-bit security level.

Our research demonstrates that integrating the ELiPS library into the
CP-ABE framework significantly enhances the efficiency and security of the
CP-ABE scheme. By implementing optimization techniques, we further re-
duced computational costs, particularly during the decryption process. This
makes ELiPS-based CP-ABE a highly viable option for modern cryptographic

applications, providing robust security and efficient performance.
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Chapter 1

Introduction

This chapter presents the literature review, outlines the problems, and

highlights the contributions of this work.

1.1 Cryptography

Cryptography is a crucial field in modern computing and communica-
tions, providing essential security measures for protecting sensitive informa-
tion. Cryptography is vital and sets the foundation for understanding its

significance in various applications [1,2].

e Data confidentiality: Cryptography ensures that information is acces-
sible only to those authorized to view it. Through encryption, readable
data (plaintext) is transformed into an unreadable format (ciphertext),
which can only be deciphered by those possessing the appropriate key.

This process safeguards sensitive data from unauthorized access [2].

e Data integrity: Ensuring that data remains unaltered during storage
or transmission is critical. Cryptographic techniques, such as hashing,
generate a unique fixed-size string from data. This enables verification
that the original data has not been tampered with, thereby maintaining

its integrity [2].

e Authentication: Authentication is a fundamental aspect of cryptogra-
phy, verifying the identities of users and devices. Digital signatures and
certificates are used to confirm that a message or document originates
from a trusted source and has not been forged. This process is essential

for establishing trust in digital interactions [2].

e Non-repudiation: Non-repudiation prevents entities from denying their
actions. Through digital signatures, cryptography provides proof of the

origin and integrity of a message, ensuring that the sender cannot later



claim they did not send it. This is particularly important in legal and

financial transactions [3].

e Secure communication: Cryptography enables secure communication
over insecure channels. Protocols such as SSL/TLS use encryption to
protect data transmitted over the internet, ensuring privacy and security
for activities like online banking and shopping. This secure communica-

tion is vital for maintaining trust in digital ecosystems [2].

e Secure storage: Protecting data at rest is another critical function
of cryptography. By encrypting files and databases, cryptography safe-
guards data from unauthorized access and breaches, ensuring that sen-

sitive information remains confidential even when stored [2].

¢ Key management: Effective cryptography involves the secure genera-
tion, distribution, and storage of keys. Proper key management is vital
for maintaining the security of cryptographic systems, as the strength of
encryption directly depends on the secrecy and integrity of the crypto-
graphic keys [4].

¢ Financial transactions: Cryptography secures online transactions and
digital currencies. Protocols like SSL/TLS and technologies like blockchain
rely on cryptographic principles to ensure the security and integrity of
financial exchanges. This protection is fundamental for the functioning

of modern financial systems [4].

e Protecting national security: National security relies heavily on cryp-
tography to safeguard military communications, government data, and
critical infrastructure from cyber threats and espionage. The robustness
of cryptographic systems is therefore a cornerstone of national defense

strategies [2].

Cryptography is essential for ensuring the confidentiality, integrity, and
authenticity of information. Its role in underpinning the security of digital
communications and data is indispensable across various applications, from
personal privacy to national security. There are many cryptographic algo-
rithms, such as AES, ECC, CP-ABE, etc. They are divided into two cate-
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)
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> DES > RSA

K 3DES

Figure 1.1: The classification of some primary encryption algorithms.

gories: symmetric-key cryptography and asymmetric-key cryptography [1], as

shown in Figure 1.1.

1.1.1 Symmetric-key cryptography

Symmetric-key cryptography, also known as secret-key or private-key cryp-
tography, is a fundamental category of cryptographic systems that uses a single
key for both encryption and decryption of data [1]. This type of cryptogra-
phy is known for its efficiency and speed, making it particularly suitable for

applications requiring high throughput and low latency.

1

\ 4 Secret key Y
Original >| Encryption '? i Decryption 71 Original
data algorithm algorithm data
Ciphertext

Figure 1.2: The process of symmetric-key cryptography.



In symmetric-key cryptography, the same key is employed to encrypt and
decrypt the data, as shown in Figure 1.2. The security of the system relies
on the secrecy of the key, which must be shared between the communicating
parties through a secure channel. The primary advantage of symmetric-key
cryptography is its computational efficiency, as the algorithms are typically
faster and require less computational power compared to other types of cryp-
tography.

Several well-known symmetric-key algorithms are widely used today, each

with distinct characteristics and applications:

e Data Encryption Standard (DES): DES was one of the earliest
symmetric-key algorithms standardized by the U.S. National Institute
of Standards and Technology (NIST). It uses a 56-bit key. Due to its
relatively short key length, DES is now considered insecure against brute-
force attacks and has been largely replaced by AES [2]|. Despite its obso-
lescence, DES played a crucial role in the development and popularization

of cryptographic standards.

e Triple DES (3DES): Triple DES enhances the security of DES by
applying the DES algorithm three times with three different keys, ef-
fectively increasing the key length to 168 bits. While more secure than
DES, 3DES is slower and has been largely superseded by AES in new

implementations [2].

e Advanced Encryption Standard (AES): AES is a symmetric en-
cryption algorithm established as a standard by NIST in 2001. AES
supports key sizes of 128, 192, and 256 bits, providing a robust level of
security [2]. AES is extensively used in a variety of applications, includ-

ing secure communications, financial transactions, and data storage.

Symmetric-key algorithms are generally faster and require less computa-
tional power, making them suitable for high-speed encryption and decryption.
The conceptual simplicity of using a single key for both encryption and de-
cryption simplifies the implementation and reduces the computational over-
head [1,3].



However, the primary challenge of symmetric-key cryptography is the se-
cure distribution of the key. Both parties must share the key through a se-
cure channel, which can be complex and impractical, especially in large-scale
systems. As the number of participants increases, the number of keys re-
quired for secure communication grows exponentially, complicating key man-
agement [1,3].

Symmetric-key cryptography remains a fundamental component of mod-
ern cryptographic systems due to its efficiency and speed. While it presents
challenges in key distribution and scalability, its advantages make it indis-
pensable for numerous applications requiring secure, high-speed data encryp-
tion [1,3]. The next section will explore asymmetric-key cryptography, which

addresses some of the limitations inherent in symmetric-key systems.

1.1.2 Asymmetric-key cryptography

Asymmetric-key cryptography, also known as public-key cryptography,
is a pivotal branch of cryptographic systems that utilizes a pair of keys: a
public key for encryption and a private key for decryption, as shown in Fig-
ure 1.3. This innovative approach addresses some of the inherent limitations
of symmetric-key cryptography, particularly in the realms of key distribution
and scalability [1,3].
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Figure 1.3: The process of asymmetric-key cryptography.

In asymmetric-key cryptography, each participant possesses a pair of keys:

e Public key: This key is shared openly and can be used by anyone to

encrypt data intended for the key owner.



e Private key: This key is kept secret and is used by the key owner to
decrypt encrypted data with their public key.

The security of asymmetric-key cryptography relies on the computational
difficulty of deriving the private key from the public key. This property fa-
cilitates secure communication without the need for a pre-shared secret, over-
coming the key distribution problem of symmetric-key cryptography.

Several asymmetric-key algorithms are prevalent in securing digital com-

munications:

e Rivest-Shamir-Adleman (RSA): RSA, one of the earliest public-key
cryptosystems, is based on the mathematical difficulty of factoring large
composite numbers. RSA supports various key lengths, typically ranging
from 1024 to 4096 bits, providing flexible security levels [1,3]. Widely

used for secure data transmission, digital signatures, and key exchange.

e Elliptic Curve Cryptography (ECC): ECC relies on the algebraic
structure of elliptic curves over finite fields, offering comparable security
to RSA but with much smaller key sizes. ECC keys are more efficient,
providing faster computations and reduced power consumption, making
them ideal for mobile devices and embedded systems [1,3]. ECC is used
in various standards and protocols, including TLS, digital signatures,

and encryption.

Asymmetric-key cryptography eliminates the need for secure key exchange,
as public keys can be freely distributed while keeping private keys secure. The
system scales efficiently, as each participant only needs a single pair of keys
to communicate securely with any number of others. However, asymmetric
algorithms may generally be slower and require more computational resources,
making them less suitable for encrypting large volumes of data. The math-
ematical operations involved in asymmetric cryptography are more complex,
requiring careful implementation to ensure security and efficiency [1,3].

Asymmetric-key cryptography underpins many essential security proto-
cols and applications, including: Digital signatures, secure communications,

and key exchange |[1,3].



Asymmetric-key cryptography is a cornerstone of modern security sys-
tems, addressing critical challenges in key distribution and scalability. While it
complements symmetric-key cryptography, its unique properties enable a wide
range of secure communication and authentication protocols essential in to-
day’s interconnected world. The following section will introduce the Key-Policy
Attribute-Based Encryption (KP-ABE) and Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) algorithms, two types of ABE, which are advanced

asymmetric-key cryptographic techniques.

1.1.3 Key-Policy Attribute-Based Encryption

Key-Policy Attribute-Based Encryption is an advanced cryptographic sys-
tem that enhances access control mechanisms by associating attributes with
data and access policies with cryptographic keys. It is a type of Attribute-
Based Encryption where the access control policy is embedded in the private
keys of users, and the ciphertext is associated with a set of attributes.

In KP-ABE, the encryption process involves the following components:

e Attributes: Descriptive identifiers that characterize the data. For ex-
ample, attributes could include roles (e.g., “Doctor”, “Nurse”), data types

(e.g., “Medical Records”), or other contextual information.

e Access Policy: A logical expression embedded in the user’s private key
that defines which combinations of attributes allow decryption. Access

policies are typically expressed as monotonic access structures like AND,
OR, and threshold gates.

e Encryption: Data is encrypted with a set of attributes, and only users
whose private keys satisfy the corresponding access policy can decrypt
the data.

e Decryption: Users obtain private keys that contain embedded access
policies. If the attributes associated with the ciphertext satisfy the access

policy in the user’s private key, the user can decrypt the data.

The KB-ABE has four key components, as follows:



1. Setup: The setup algorithm generates a public key and a secret key.
This phase is typically executed by a trusted authority.

2. Key Generation: The key generation algorithm uses the secret key to
generate a private key for a user based on an access policy. The access

policy specifies which attribute combinations allow decryption.

3. Encryption: In the encryption phase, data is encrypted using the pub-
lic key and a set of attributes. The resulting ciphertext can only be de-
crypted by users whose private keys have an access policy that matches
the attributes.

4. Decryption: The decryption algorithm allows a user to decrypt the
ciphertext if the attributes in the ciphertext satisfy the access policy in

the user’s private key.

Consider a medical data system where attributes represent different roles,
such as “Doctor”, “Nurse”, and “Researcher”. An access policy might specify
that only users with the role “Doctor” OR (“Nurse” AND “Researcher”) can

decrypt the medical records.
e Setup: The trusted authority generates the public key and secret key.
¢ Key Generation:

— A doctor receives a private key with an access policy “Doctor”.

— A nurse-researcher receives a private key with an access policy
“Nurse AND Researcher”.

¢ Encryption: Medical records are encrypted with the attribute set “Doc-
tor”, “Medical Records”.

e Decryption:

— The doctor can decrypt the medical records because the attribute

"Doctor" satisfies their access policy.

— The nurse-researcher cannot decrypt the records because their ac-
cess policy requires both "Nurse" and "Researcher" attributes, which
are not all present in the ciphertext.
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Key-Policy Attribute-Based Encryption is a powerful cryptographic tech-
nique that enhances data security and access control by embedding access
policies within user keys. It is especially useful in environments requiring
fine-grained and flexible access control, such as healthcare, cloud storage, and
secure communications. While it offers significant advantages in terms of ac-
cess control and flexibility, implementing KP-ABE systems requires careful

consideration of complexity and performance challenges.

1.1.4 Ciphertext-Policy Attribute-Based Encryption

Ciphertext-Policy Attribute-Based Encryption is an advanced encryption
algorithm that enhances the flexibility and security of access control in data
encryption. Unlike traditional encryption methods where access is determined
by the possession of a single key, CP-ABE enables access based on a user’s
attributes, providing a more granular and expressive approach to data secu-
rity [5].
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Figure 1.4: Ciphertext-Policy Attribute-Based Encryption system.

Figure 1.4 illustrates the process of the CP-ABE system. In CP-ABE,
data is encrypted under an access policy specified by the data owner. Users
are issued keys associated with a set of attributes. Access to the encrypted data

is granted only if the user’s attributes satisfy the access policy embedded in
9



the ciphertext [5]. This approach integrates the encryption and access control

processes, ensuring that only authorized users can decrypt the data.

e Attributes: Characteristics or properties assigned to users (e.g., role,

department, clearance level).

e Access policy: A logical expression specifying which combinations of
attributes are required to decrypt the data (example: “Faculty: Engi-
neering AND Position: Professor”).

e Ciphertext: The encrypted data, which includes the access policy.

e User’s key: A private key or secret key associated with the user’s at-

tributes.
The CP-ABE has four primary phases as follows [6]:

1. Setup: The authority generates a master key and a public key. While
the public key is distributed to users, the master key is kept secret.

2. Key generation: The authority responsible for key management uses
the master key and public key to generate secret keys for users based on
their attributes. These secret keys enable authorized users to decrypt
ciphertexts that adhere to specified access policies, ensuring fine-grained

access control over encrypted data.

3. Encryption: The data owner/encryptor defines an access policy and
uses it to encrypt the data. The ciphertext includes the access policy

and the encrypted data.

4. Decryption: A user/decryptor attempts to decrypt the ciphertext. The
decryption is successful only if the user’s attributes match the access

policy embedded in the ciphertext.

CP-ABE allows data owners/encryptors to define detailed access policies,
enabling complex and precise control over who can access the data. Policies can
be defined using any combination of attributes, making the system adaptable

to various scenarios and organizational structures. Unlike traditional methods
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that require a separate key for each possible access combination, CP-ABE
simplifies key management by associating keys with attributes [5].

The setup and management of CP-ABE systems can be complex, partic-
ularly in environments with a large number of attributes and users. While
CP-ABE reduces some key management burdens, the system must still handle
the distribution and management of attribute-based keys, which can become
challenging in large-scale deployments.

CP-ABE is well-suited for scenarios where data security and flexible access
control are critical. Common applications include: Cloud storage, Internet of
Things (IoT), Healthcare, Enterprise data management, Digital Rights Man-
agement (DRM) [7].

Ciphertext-Policy Attribute-Based Encryption represents a significant ad-
vancement in cryptographic access control, providing flexible, fine-grained, and
secure data protection. By allowing access policies to be embedded directly
into the ciphertext, CP-ABE ensures that only users with the appropriate at-
tributes can decrypt and access the data. This approach is particularly valu-
able in dynamic and large-scale environments where traditional access control

mechanisms fall short.

1.2 Problem outline and motivation

CP-ABE is utilized across diverse domains like cloud storage, IoT, and
healthcare due to its attribute-based access control capabilities [7]. How-
ever, its reliance on the Pairing-Based Cryptography library, now outdated
and vulnerable to attacks, poses significant security risks. The lack of suffi-
cient security measures in this library, which supports only an 80-bit security
level, renders CP-ABE unsuitable for modern applications, threatening data
confidentiality and integrity [8,9]. As a result, CP-ABE’s effectiveness is com-
promised, hindering its adoption in contemporary systems requiring robust
security solutions. Addressing these limitations is essential to ensure the via-
bility and effectiveness of CP-ABE in safeguarding sensitive information across
various domains.

On the other hand, the ELiPS library offers efficient computational per-
formance while ensuring high security, making it a specialized cryptographic
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library focused on pairing-based cryptography [10]. It leverages the BLS-12
curve, providing a robust 128-bit security level, which addresses the limitations
of older cryptographic libraries [11]. ELiPS includes a variety of functions to
support the implementation of algorithms and protocols that rely on pairing,
enhancing the development process and operational efficiency [10,11].

Additionally, the ELiPS library has been utilized in advanced crypto-
graphic applications, such as Pairing-based Homomorphic Encryption by Ka-
nenari et al. [12], demonstrating its capability to manage complex schemes se-
curely. Moreover, ELiPS has been used in the implementation of zk-SNARKSs
(Zero-Knowledge Succinct Non-Interactive Arguments of Knowledge), essen-
tial for privacy-preserving protocols in blockchain and other secure systems.
This versatility and effectiveness make ELiPS a valuable resource for develop-
ers and researchers in the field of modern cryptography.

In our first study, to deal with these challenges, we propose an ELiPS-
based CP-ABE scheme, integrating ELiPS into the CP-ABE framework. De-
spite differences between PBC and ELiPS libraries, including function param-
eters and data types, as well as the type of pairing, we establish compatibility
by generating a generator g and employing Shirase’s method [13] to convert
asymmetric to symmetric pairing. After that, we make essential modifications
to ensure the integration of ELiPS into the CP-ABE framework. These modifi-
cations span the setup, key generation, encryption, and decryption algorithms.

To validate the proposal, we conducted several experiments, utilizing a
data access authorization process at the university level with various attribute
policy scenarios. We compare our ELiPS-base solution with MCL to see if it
works as well and stays up to date with today’s security needs. This comparison
confirms that our approach meets today’s security standards while operating
efficiently. Moreover, the analysis and experimental results demonstrate the
effectiveness of the proposal, revealing not only an increase in the security
level but also a reduction in computational requirements for the setup, key
generation, and encryption functions. However, the decryption in CP-ABE
remains heavy.

In our second study, therefore, we aim to improve the decryption process-
ing of ELiPS-based CP-ABE. The decryption part in ELiPS-based CP-ABE

mainly employs inversions and pairings, including Miller loops and final expo-
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nentiations. Thus, we propose two methods, minimizing the number of final
exponentiations and inversions, to reduce the decryption time in ELiPS-based
CP-ABE. Through formula analysis, the proposed scheme reduces by 2n — 1
times final exponentiations and by n — 1 times inversions. We also conducted
several experiments to assess the performance of our proposed formula while
increasing the number of attributes from 5 to 100. Experimental analysis shows
that the decryption time in the proposed scheme decreased by an average of
45.5% compared to the initial version of ELiPS-based CP-ABE.

In our third study, furthermore, we evaluate and analyze the impact of
these optimizations on decryption efficiency. Moreover, we compare the ELiPS-
based CP-ABE with these improvements to the initial version and the origi-
nal PBC-based CP-ABE. As a result, the combination of both optimization
techniques resulted in an average 43.1% overall reduction in decryption time
compared to the initial version of the ELiPS-based CP-ABE scheme, while in
total execution, it led to a 25.3% improvement. Furthermore, there was an av-
erage 53.8% overall reduction in total execution time compared to the original
PBC-based CP-ABE method.

1.3 Major contributions

The following are some of the main contributions:

e Implementation of ELiPS-based CP-ABE (first study).

The key works were published in the CANDAR 2023 conference [14] and
the IJNC journal [15]. These works are presented in Chapter 4. The

primary contributions of the first study can be summarized as follows:

— Introduce generator g over £ (IFplz) specifically designed to convert
asymmetric pairing to symmetric pairing, which is a significant con-
tribution in addressing the compatibility issue between ELiPS and
the original CP-ABE scheme.

— Employ Shirase’s technique [13] to accomplish the conversion of
asymmetric pairing to symmetric pairing using the generated gen-
erator g.
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— Make several modifications to the CP-ABE framework and carefully
select appropriate ELiPS functions to ensure compatibility of ELiPS
with CP-ABE.

— Evaluate the proposal in terms of computation time.

— Compare our proposal’s performance with other competitive pairing

libraries.

e Improvement decryption process in ELiPS-based CP-ABE (sec-
ond study):

Chapter 5 provides detailed information on these works, and the key
findings of this study were published in the JAIT journal [16]. The

second study summarizes its main contributions as follows:

— Transform the decryption equation to a Miller loop and final expo-

nentiation bases.

— The number of final exponentiations is proportional to the number

of attributes.

— Transform the decryption equation by performing final exponenti-

ation only once at the last step.

— The count of inversion operations in the Lagrange coefficient func-

tion is minimized by employing a single inversion operation.

e Further evaluates the impact of these decryption optimizations
(third study):

These works of this study are introduced in Chapter 6 and in our pub-
lication at the ICTIS 2024 conference [17], which presented the primary
findings of the third study. The key contributions of this study are:

— Evaluates the impact of these decryption optimizations on the effi-
ciency of the ELiPS-based CP-ABE approach.

— Analyze the performance gains achieved through the optimizations
and compare our optimized construction to both the initial ELiPS-

based version and the original PBC-based CP-ABE scheme.
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1.4 Thesis outline

Some of the results from this thesis have been published, particularly as
follows: A portion of Chapter 4 was published in the CANDAR 2023 con-
ference [14] and the IJNC journal [15]. Our paper in the JAIT journal [16]
presents part of the results from Chapter 5, while Chapter 6 was introduced
at the ICTIS 2024 conference [17]. The remaining structure of this thesis is as
follows:

Chapter 2: We briefly discuss the mathematical concepts necessary for
understanding this thesis. We introduce modular arithmetic, group, ring, field,
Frobenius map, elliptic curve, sextic twist, hash function, pairing, types of pair-
ing, the discrete logarithm problem, and the elliptic curve discrete logarithm
problem.

Chapter 3: We introduce an overview of prominent pairing-based cryp-
tography libraries, such as PBC, RELIC, MCL, and ELiPS. We then show a
comparison between these prominent libraries in terms that are mainly utilized
in the CP-ABE algorithm. Additionally, we present an overview of an access
tree, which plays a crucial role in determining who can access encrypted data.
Finally, we provide an overview of the CP-ABE scheme.

Chapter 4: We present the implementation of ELiPS-based CP-ABE,
including generating a generator g, transforming asymmetric pairing to sym-
metric pairing, and modifying CP-ABE to integrate ELiPS into the CP-ABE
framework. We also discuss the experimental evaluation and results.

Chapter 5: We propose two methods to improve the decryption process
time in ELiPS-based CP-ABE by minimizing the number of final exponentia-
tions and inversions. We then evaluate our proposal and discuss the results.

Chapter 6: We perform a further performance analysis of ELiPS-based
CP-ABE with optimized decryption functions. We describe the evaluation
setup and assess the performance of ELiPS-based CP-ABE with these opti-
mizations in terms of decryption time and total execution time.

Chapter 7: We conclude the thesis and outline future works.
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Chapter 2

Fundamental mathematics

In this chapter, we briefly discuss the mathematical concepts necessary
for understanding this thesis. We present modular arithmetic, group, ring,
field, Frobenius map, elliptic curve, sextic twist, hash function, pairing, types
of pairing, the discrete logarithm problem, and the elliptic curve discrete log-

arithm problem.

2.1 Modular arithmetic

Modular arithmetic is an essential tool in modern cryptography, providing
the foundation for cryptographic algorithms. By leveraging the principles of
modular arithmetic, cryptographic systems can achieve secure encryption, key
exchange, and digital signatures, ensuring the confidentiality and integrity of

sensitive information in digital communications.

Definition 1. If a is an integer and m is a positive integer, we define a mod m
to be the remainder when a is divided by m. The integer m is called the

modulus. Thus, for any integer a, we can write as follows [2]:
a=nm-+r, where: 0 <r <m, n=|a/m]. (2.1)

Example 1. 13 mod 11 =2 ;and -13 mod 11 = 9.

Definition 2. Two integers a and b are said to be congruent modulo m, if

(a mod m) = (b mod m). This is written as a = b (mod m).
Example 2. 18 = 5 (mod 13); 11 = -5 (mod 8).
Congruences have the following properties [2]:
e a=b(modm)ifm|(a—0>b).
e a =b (mod m) implies b = a (mod m).

e a =b (mod m) and b = ¢ (mod m) imply a = ¢ (mod m).
16



2.2 Group, Ring, Field

In finite field arithmetic, mathematical structures such as group, ring,
and field play fundamental roles in defining the operations and properties of
arithmetic within the finite field.

2.2.1 Group

In mathematics, a group is a fundamental algebraic structure consisting

of a set of elements and a binary operation defined on those elements.

Definition 3. A group G = (S, 0) is a set S of elements together with a binary

operation [3]

0:9x8—=S8S. (2.2)

The operation must satisfy four properties [2,18,19]:

1. Closure: For any two elements a and b in the group, their combination

under the operation, denoted as:

a o b, must also be an element of the group.

2. Associativity: The order in which operations are performed does not
affect the result. That is:

(aob)oc=ao(boc),for all elements a,b, and ¢ in the group.

3. Identity element: There exists an element, usually denoted as e or 1,
such that combining it with any other element leaves the other element

unchanged. Formally, for any element a in the group:

aoce=eoa—=a.
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4. Inverse element: For every element a in the group, there exists an

element, usually denoted as a1

in the case of the multiplicative group,
such that combining a with its inverse yields the identity element. In

other words:

Definition 4. A group is said to be abelian or commutative if it satisfies

the following additional condition |2, 3]:
5. Commutative: aob=>boa for all a,b € G.

Groups are used extensively in various branches of mathematics, including
abstract algebra, number theory, and geometry. They serve as the foundation
for understanding symmetry, transformations, and many other mathematical
concepts. In particular, groups play a crucial role in cryptography, where
they are used to define mathematical structures that underpin encryption al-

gorithms and protocols.

2.2.2 Ring

In mathematics, a ring is an algebraic structure consisting of a set equipped
with two binary operations: addition and multiplication. These operations
must satisfy specific properties that generalize arithmetic operations on inte-

gers.

Definition 5. A ring {R, +, -} is a set R with two binary operations, that we
shall call addition (4) and multiplication (-), such that satisfy the following
properties [2,3,18,19|:

1. Closure: The set R is closed under both addition and multiplication.

This means that for any elements a,b in R:

e The sum a + b is also in R.

e The product a - b is also in R.

2. Associativity:
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e Addition is associative: (a +b) +c=a+ (b+c¢) for all a,b,c € R.

e Multiplication is associative: (a-b)-c=a-(b-c) for all a,b,c € R.

3. Additive identity: There exists an element 0 € R such that: a + 0 =
0+a=aforall a €R.

4. Additive inverses: For each a € R, there exists an element —a € R
such that: a + (—a) = (—a) +a =0.

5. Distributivity: Multiplication distributes over addition: a - (b + ¢) =
(a-b)+(a-c)and (a+b)-c=(a-c)+ (b-c) for all a,b,c € R.

A ring may also have a multiplicative identity, an element a-1=1-a =a
for all @ € R. Rings with a multiplicative identity are often referred to as “rings
with unity”.

Rings can be classified into different types based on additional proper-

ties [2]. For example:

e Commutative ring: A ring in which multiplication is commutative,

ie,a-b=">b-aforall a,b€e R.
¢ Ring with unity: A ring that has a multiplicative identity.

Rings are fundamental in various areas of mathematics, including number
theory, algebraic geometry, and functional analysis. They also form the basis
for many cryptographic algorithms and error-correcting codes, where the ring

structure provides a framework for constructing and analyzing these systems.

2.2.3 Field

In mathematics, a field is an algebraic structure that provides a frame-
work for understanding and performing arithmetic operations such as addition,

subtraction, multiplication, and division (except by zero).

Definition 6. A field is a ring {F,+,-} for which multiplication is commu-
tative and every nonzero element in F' has an inverse under multiplication.
That is, a field is a ring that is a group under addition and for which the
elements other than the additive identity form an abelian group under multi-
plication [2,3].

19



A field (F,+,-) satisfies the following properties [2,19]:

1. Closure: The set F' is closed under both addition and multiplication.

This means that for any elements a,b in F"

e The sum a + b is also in F.

e The product a - b is also in F.
2. Associativity:

e Addition is associative: (a+b)+c=a+ (b+ c) for all a,b,c € F.

e Multiplication is associative: (a-b)-c=a-(b-c) for all a,b,c € F.
3. Commutativity:

e Addition is commutative: a +b =0+ a for all a,b € F.

e Multiplication is commutative: a-b="b-a for all a,b € F.

=~

. Identity elements:

e Additive identity: There exists an element 0 € F' such that
a+0=0+a=aforalack

e Multiplicative identity: There exists an element 1 € F (where
1 # 0)suchthata-1=1-a=aforalla € F.

5. Inverses:

e Additive inverse: For each a € F) there exists an element —a € F
such that a + (—a) = (—a) +a = 0.

e Multiplicative inverse: For each a € F' (where a # 0), there exists

1 1

an element a1 € Fsuchthata-a ' =a 1 -a=1.

6. Distributivity: Multiplication distributes over addition:
a-(b+c)=(a-b)+(a-c)forallabcekF.

Fields are integral to various branches of mathematics, including algebra,
number theory, and geometry. They provide the underlying structure for many

mathematical concepts and systems. In particular, finite fields (also known as
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Galois fields) are extensively used in cryptography and coding theory. Finite
fields offer a robust mathematical foundation for constructing secure encryp-
tion algorithms, error-correcting codes, and other applications where precise

and reliable arithmetic operations are crucial.

2.3 Frobenius map

The Frobenius map, named after the mathematician Ferdinand Frobenius,
is an important concept in the theory of finite fields, especially in the context
of algebra and number theory. It is a special type of endomorphism (a map
from a field to itself) that plays a crucial role in the arithmetic and algebraic
properties of finite fields [18,19].

Definition 7. In a finite field Fy, where ¢ is a power of a prime p (i.e., ¢ = p"),

the Frobenius map is defined as follows [18]:

o(a) = dP, (2.3)

for any element a € Fy.

The Frobenius map has several key properties [18,19]:

1. Homomorphism: It preserves the field structure, meaning that it is a

ring homomorphism. Specifically:

o p(a+b)=p(a)+ o).
o p(a-b)=p(a)- p(b).

2. Injectivity and surjectivity: In a finite field Fy, the Frobenius map
is both injective and surjective, hence it is a bijection. This means every

element in the field is mapped to a unique element and covers the entire

field.

3. Iterative nature: Repeated application of the Frobenius map results

in raising elements to higher powers of p:

o VF(a)=al.
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e For k = n, where n is the dimension of the field extension, ¢"(a) = a
for all a € Fy.

4. Fixed points: In the prime subfield I, the Frobenius map acts as the

identity function since a” = a for any a € Fy,.

The Frobenius map has significant applications in various areas of math-

ematics and cryptography:

e Field automorphisms: It generates the Galois group of a finite field

extension Fy/Fy, which is cyclic and generated by the Frobenius map.

e Polynomial equations: It is used in solving polynomial equations over
finite fields, especially in counting solutions (e.g., in the proof of the Weil

conjectures).

e Cryptographic algorithms: It plays a role in certain cryptographic
algorithms, such as those based on elliptic curves over finite fields, where
the Frobenius endomorphism can be used to construct efficient algo-

rithms for point multiplication and other operations.

The Frobenius map is a fundamental concept in the study of finite fields,
providing deep insights into their structures and properties. Its homomorphic
nature, combined with its role in generating field automorphisms, makes it a
powerful concept in both theoretical and applied mathematics, particularly in

areas such as cryptography and coding theory.

2.4 Elliptic curve

Elliptic curve mathematics is a branch of algebraic geometry and number
theory that studies the properties and applications of elliptic curves. An elliptic
curve is defined as a smooth, non-singular projective algebraic curve of genus
one, with a specified point at infinity. Over a field Fy (where ¢ = p), an
elliptic curve can be described by a simplified Weierstrass equation of the
form [18-20]:

y2 =23+ az + b, (2.4)
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where m is an extension degree, a and b are coefficients in Fy satisfying fol-

lowing condition:

4a® + 2702 #£ 0. (2.5)

The pair (z,y) that satisfies Equation (2.4) is called a rational point of
E. #E(Fy) is number of rational points of E(F):

#E(F) =q+1—t, (2.6)

where |t [< 2,/7.

Let r be the largest prime factor that divides #F(Fq). Then, £ be the
minimal integer such that satisfies r | (¢ — 1), which is called the embedding
degree of the order r group.

Let P = (zp,yp),Q = (7Q,yq), and R = (zg,ygr) be affine rational
points on F, as can be seen in Equation (2.4). The arithmetic operations over

the elliptic curve are defined as follows [18].

e Elliptic Curve Addition (ECA)
If P # @, point addition formula for computing R = P + () is given as:

N
_xQ—xp

.QJR:)\2—xp—xQ,
yr = Mzp —zR) —yp.

e Elliptic Curve Doubling (ECD)
If P = @, point doubling formula for computing R = P+ Q = P+ P = 2P

is given as follows:

Smp +a
2yp

A=

Y

TR = )\2 — 2:13P, (28)

YR = )‘xP_JER)_Z/P



e Elliptic curve Scalar Multiplication (SCM)

Repeating to use + for P leads to the definition of a point sP, which
is P multiplied by s. Point scalar multiplication formula for calculating
R = sP as:

R=sP=P+P+---+P. (2.9)

s-1 times additions.

2.5 Sextic twist

A sextic twist is a mathematical concept used in the field of elliptic curve
cryptography, particularly when dealing with pairing-based cryptographic pro-
tocols. It involves a special kind of isomorphism between elliptic curves that
simplifies certain calculations, making cryptographic operations more efficient |19,
20].

Sextic twists are particularly useful in pairing-based cryptography, which
relies on bilinear pairings such as the Tate pairing or the Weil pairing. These
pairings are crucial for various cryptographic protocols, including Identity-
Based Encryption, Attribute-Based Encryption, and Short Digital Signatures.
The use of sextic twists can significantly reduce the computational complexity

of evaluating these pairings.

Definition 8. Let E and E’ be two elliptic curves defined over Fg, for ¢, a
power of a prime number p. Then, the curve E’ is a twist of degree d of E if
we can define an isomorphism ¢, over [F g from E’ into F and such that d is

minimal [19]:

¢q: E'(Fy) — E(F ) (2.10)

Let E be given by y? = 2 + b defined over Fplg. The sextic twist E' of
E is given by y2 = 23 + b/z defined over sz, where z is quadratic and cubic

non-residue in ]sz :

E:y2=2%+0b defined over IF 12, 2.11)
2.11

E' 9?2 =2340b/z defined over F .
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The sextic twist ¢g : E’ (Fp2) = E(F12) is defined as follows [19]:

061 B'(Fp) — E(F 1), (a,y) - (231, 23y). (2.12)

Sextic twist is used in various cryptographic schemes, particularly those

based on elliptic curves and pairings. This includes:

e Pairing-Based Cryptography: Enhancing the efficiency of pairings
in protocols like identity-based encryption and attribute-based encryp-
tion [19].

e Homomorphic Encryption: Certain implementations of homomor-

phic encryption schemes utilize sextic twists for improved efficiency [19].

e Zero-Knowledge Proofs: Cryptographic protocols that rely on zero-
knowledge proofs can benefit from the performance enhancements pro-
vided by sextic twists [19].

Sextic twist is a valuable method in the realm of elliptic curve cryptogra-
phy, offering a means to optimize the performance of pairing-based protocols.
By leveraging the mathematical relationship between elliptic curves and their
twists, cryptographic operations can be made more efficient, enhancing the

overall security and performance of cryptographic systems.

2.6 Hash function H onto elliptic curve

A hash function onto an elliptic curve is a cryptographic technique that
maps arbitrary input data (such as a message) to a point on an elliptic curve |2,
19]. This process is essential for various cryptographic protocols, including
Digital Signatures, Public Key Cryptography, Zero-Knowledge proofs, and CP-
ABE, where it is often necessary to securely convert data into a point on an
elliptic curve.

Hash function H maps any message described as a binary string to a
random group element.

H:{0,1}" - G. (2.13)
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Hash function H has the following properties [19]:

e Pre-image resistance: For a given output h, it is computationally
infeasible to find a value m such that H(m) = h.

e 2nd pre-image resistance: For a given input m, it is computationally

infeasible to find a value m’, where m # m’ such that H(m) = H(m').

e Collision resistance: It is computationally infeasible to find two values

m and m/, where m # m/ such that H(m) = H(m/).
Hash function onto elliptic curve has various applications, as follows:

e Digital Signatures: Hash functions onto elliptic curves are used in
schemes like Elliptic Curve Digital Signature Algorithm (ECDSA), where
messages are hashed to points on the curve to create and verify signa-

tures.

e Public Key Cryptography: Mapping data to elliptic curve points is
crucial for protocols like Elliptic Curve Diffie-Hellman (ECDH) for secure

key exchange.

e Zero-Knowledge Proofs: Cryptographic proofs often require map-
ping statements or secrets to elliptic curve points to ensure security and

anonymity.

Hash function onto elliptic curve is a fundamental component of mod-
ern cryptographic systems, enabling secure and efficient mapping of data to
elliptic curve points. By ensuring uniform distribution, collision resistance,
and other cryptographic properties, these functions enhance the security and

performance of various cryptographic protocols.

2.7 Pairing map

Bilinear pairing is a mathematical operation that plays a crucial role in
modern cryptographic protocols, particularly in the context of pairing-based

cryptography. A bilinear pairing is a map that takes two points from two
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groups and maps them to a third group in such a way that the operation is
bilinear [18]. This property enables a range of advanced cryptographic applica-
tions, including Short Signatures, Identity-Based Encryption, and Ciphertext-
Policy Attribute-Based Encryption.

The subgroups G; and Gy of (Iﬁ‘pm) are defined as follows [13]:

G1 = Elr]nKer(m, — [1]), (214)

Go = Elr] N Ker(m, — [p]),

where E|r] is a subgroup of order r on an elliptic curve over IFp12; T A AP
is called a Frobenius endomorphism, a low-cost mapping for calculating p-th
powering; Ker(y) is the set of points mapped to the point at infinity O by the
specified map ¢: Ker(p) = {P € E(F,2) : o(P) = O}.
A pairing e is a map from two elements in groups G and G9 to an element
in group G, defined as:
e:Go x Gy — Gy, (2.15)

which has the following properties:

¢ Bilinear map

For all rational points P € G, and Q,Q’ € G9, and integers a,b € Z;,

we have:
e(Q+ Q' P)=e(Q.P)-e(Q, P),
(2.16)
e(aQ,bP) = e(bQ, aP) = e(Q, P)™.
e Non-degeneracy
For all P # O and Q # O, then:
e(Q, P) # 1. (2.17)

Bilinear pairing has been employed in various applications, as follows:

e Identity-Based Encryption (IBE): Bilinear pairing allows the con-
struction of encryption schemes where the public key can be derived
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from an arbitrary string, such as an email address, enabling simplified

key management.

e Attribute-Based Encryption (ABE): Extends IBE by allowing en-
cryption and decryption based on attributes (e.g., user roles, policies),

providing fine-grained access control.

e Short Signatures: Pairing-based signatures, such as the Boneh-Lynn-
Shacham (BLS) signatures, are much shorter than traditional signatures,

making them useful in resource-constrained environments.

e Zero-Knowledge Proofs: Pairings enable efficient construction of zero-
knowledge proofs, where a prover can convince a verifier that they know

a value without revealing the value itself.

¢ Key Exchange Protocols: Pairing-based versions of the Diffie-Hellman
key exchange protocol provide enhanced security features and are used

in various secure communication standards.

Bilinear pairings are a powerful tool in modern cryptography, enabling
a wide range of advanced cryptographic protocols and applications. Their
unique properties of bilinearity, non-degeneracy, and computability make them
suitable for constructing efficient and secure cryptographic schemes that are

widely used in practical implementations.

2.8 Types of pairings

The groups G and G are elliptic curve subgroups, and the group G is
the multiplicative group of a finite field. There are three types of pairings [19]:

e Type I: When G| = Go.

e Type II: When G1 # Go but an efficiently computable isomorphism

¢ : Gg — G is known, while none is known in the other direction.

e Type IIl: When G; # G9 and no efficiently computable isomorphism

is known between G; and Gg, in either direction.
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Pairing Type I is also referred to as symmetric pairing while pairing Types
IT and III are known as asymmetric pairings.

Type III pairings have steadily replaced Type I pairings, despite Type I
pairings being the norm in the early days of pairing-based encryption. In fact,
because Type I includes very huge curves, it is not desirable enough from an
efficiency standpoint nowadays.

Additionally, Type III pairings are consistent with a number of computa-
tional assumptions that do not hold in Type I pairings, such as the Decision
Diffie-Hellman (DDH) in Gy or Gg, often known as the XDH assumption.

2.9 Discrete Logarithm Problem and Elliptic Curve

Discrete Logarithm Problem

The security of pairing-based cryptography is based on the difficulty of
solving the Discrete Logarithm Problem (DLP) and the Elliptic Curve Discrete
Logarithm Problem (ECDLP).

2.9.1 Discrete Logarithm Problem

The DLP is a fundamental problem in the field of number theory and
cryptography. It underpins the security of many cryptographic protocols, in-
cluding the Diffie-Hellman key exchange and the Digital Signature Algorithm
(DSA). The problem can be described as follows [18]:

Definition 9. Given a finite cyclic group G generated by an element g, and
an element A in G, the Discrete Logarithm Problem is to find the integer = (if
it exists) such that:

g* =h, (2.18)

where the group operation is written multiplicatively. This integer x is called

the discrete logarithm of h to the base g, and is denoted by logh.

Example 3. In the multiplicative group of integers modulo a prime p, the
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DLP involves finding x such that:
g* = h (mod p). (2.19)

The difficulty of solving the DLP is the basis for the security of many
cryptographic systems. While there are algorithms for solving the DLP, such
as the baby-step giant-step algorithm and Pollard’s rho algorithm, these are
generally inefficient for large groups, making the problem computationally hard

for sufficiently large group sizes.

2.9.2 Elliptic Curve Discrete Logarithm Problem

The ECDLP is analogous of the DLP, but it is defined within the context

of elliptic curves over finite fields. The problem can be described as follows [2]:

Definition 10. Given an elliptic curve E defined over a finite field Fy, a point
P on E which generates a cyclic subgroup, and a point () in the subgroup
generated by P, the Elliptic Curve Discrete Logarithm Problem is to find the
integer k (if it exists) such that:

Q =kP, (2.20)

where kP denotes the scalar multiplication of the point P by the integer k.

Example 4. Consider an elliptic curve E over a finite field F, with a point
P of order r. Given a point Q in the subgroup generated by P, the ECDLP
involves finding & such that:

Q =kP. (2.21)

The ECDLP is the foundation of elliptic curve cryptography. Solving
the ECDLP is significantly harder than solving the DLP for the same group
size. This means that elliptic curve cryptosystems can achieve the same level
of security as traditional systems like RSA or DSA with much smaller key
sizes. The best-known algorithms for solving the ECDLP, such as Pollard’s
rho algorithm for elliptic curves, are much less efficient than their counterparts
for the DLP, making ECC highly efficient and secure.
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2.10 Summary

This chapter presented the related mathematical fundamentals such as
modular arithmetic, group theory, ring theory, field theory, ECC, pairings,
and hash functions on elliptic curves. These concepts play a crucial role in

cryptographic protocols such as CP-ABE.

31



Chapter 3
Efficient pairing libraries and Ciphertext-Policy

Attribute-Based Encryption

In this chapter, we introduce an overview of prominent pairing-based cryp-
tography libraries. We then show a comparison between these prominent li-
braries in terms that are mainly utilized in the CP-ABE algorithm. Addi-
tionally, we present an overview of an access tree, which plays a crucial role

in determining who can access encrypted data. Afterward, we introduce the
CP-ABE algorithm.

3.1 Efficient libraries for pairing systems

This section presents an overview of the PBC, RELIC, MCL, and ELiPS
libraries as competitive pairing libraries. Then, we demonstrate a comparison
among four notable libraries in terms that are mainly utilized in the CP-ABE

scheme.

3.1.1 Pairing-Based Cryptography (PBC) library

The GNU Multiple Precision (GMP) arithmetic library served as the foun-
dation for the PBC library, an open-source library carrying out the essen-
tial mathematical operations in pairing-based cryptosystems [21]. Speed and
portability are crucial considerations as the PBC library is intended to serve
as the foundation for pairing-based cryptosystem implementations. It offers
functions like pairing computation and elliptic curve arithmetic.

In PBC, which utilizes symmetric pairing, let G be an additive group over
an elliptic curve and Gz be a multiplicative cyclic group. Both groups G and

Gy have order r [6]. The pairing operation is defined as:
e:GxG— Gry.

32



There are eight different parameter types available in PBC. In each case,
the curve group has a group order of 160-bit. Type A is known to be the
fastest pairing and is suitable for cryptosystems where the group size is not a
critical factor [22]. However, this type only provides an 80-bit security level
and is vulnerable to multiple attacks [8,9,22]. Type A utilizes a supersingular

curve, which is defined as follows:

E:y2:x3+x.

3.1.2 Efficient LIbrary for Cryptography (RELIC)

RELIC is an Efficient LIbrary for Cryptography, developed by Aranha et
al. [23]. The first version was released in 2010. It is a contemporary cryp-
tographic library, prioritizing efficiency and adaptability. RELIC focuses on
portability, including architecture-dependent code, flexible configuration, and
maximum efficiency [23].

RELIC utilizes both BN curves and BLS curves for configuration options.
It supports a wide range of security levels such as 128-bit, 192-bit, and 256-
bit [24]. The RELIC library supports nearly all functions necessary for the
implementation of CP-ABE, such as elliptic curve addition, elliptic curve scalar

multiplication, inversion, hash-to-curve, and pairing.

3.1.3 MCL

The MCL library, developed by Mitsunari et al. [24], is a high-performance
library specializing in cryptographic operations and multi-core computation. It
offers efficient implementations of mathematical operations crucial for modern
cryptography, including elliptic curve cryptography and pairing-based cryp-
tography.

With a focus on optimization and parallelism, MCL leverages multi-core
processors to achieve fast execution time, making it ideal for applications re-
quiring high computational efficiency. MCL is compatible with various oper-
ating systems and hardware architectures [25]. By providing developers with

robust and optimized cryptographic primitives, the MCL library serves as a
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valuable tool for building secure and efficient cryptographic systems and proto-
cols. MCL supports the BLS curve with a 255-bit size of r and an embedding
degree of 12, providing a 128-bit security level.

3.1.4 Efficient Library for Pairing Systems (ELiPS)

The ELiPS library is a specialized cryptographic library that focuses on
efficient operations related to pairing-based cryptography. Such cryptography
involves mathematical pairings between points on elliptic curves. The ELiPS
library offers a range of functionalities, including point arithmetic operations,
exponentiation, and pairing computations [10, 11]. ELiPS is specifically de-
signed to support bilinear pairing using the BLS-12 curve, providing a 128-bit
security level [10,11].

The ELiPS library was evaluated and verified by Takahashi et al. [11]. It
has gained attention for its applications in advanced cryptographic schemes
such as identity-based encryption, attribute-based encryption, and functional
encryption. Furthermore, it has been applied not only in the realization of
Pairing-based Homomorphic Encryption by Kanenari et al. [12] but also be-
ing employed in the implementation of zk-SNARKSs. This library is currently
in development with regular updates, suggesting its potential as a promising

resource.

3.1.5 A comparison among prominent pairing libraries in

terms of primary domains used in CP-ABE

We conduct a comparative analysis of four prominent libraries in this
research area: PBC [22], RELIC [23], MCL [25], and ELiPS [26]. We evaluate
them across various metrics including hash-to-curve, pairing, exponentiation,
scalar multiplication domains, security level, type of pairing, etc.

Our findings, as summarized in Table 3.1, show that some important
tasks like hash-to-curve, pairing, exponentiation, and scalar multiplication are
slower in PBC and RELIC compared to MCL and ELiPS. Since our goal is to
improve the CP-ABE method, relying on PBC, we do not compare it to RELIC.
Instead, we adopt ELiPS as it shows promise in our tests. We then utilize
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Table 3.1: Comparison among pairing libraries [14, 15]

PBC RELIC MCL ELiPS

Security level 80-bit  128-bit  128-bit  128-bit
Hash-to-curve 3.2 lms| 0.6 [ms| 0.3 [ms] 0.1 [ms]
Pairing 0.9 [ms| 2.6 [ms|] 1.1 [ms| 2.2 |ms]
Exponentiation 0.1 [ms|] 1.3 [ms| 0.8 [ms|] 0.6 [ms]
Scalar Gi1 1.2 |ms| 0.3 [ms] 0.3 [ms|] 0.2 ms]
multiplication Go 1.2 [ms| 0.7 [ms| 0.4 [ms] 0.5 [ms]
Type of pairing I 11 11 11

ELiPS to enhance the CP-ABE method, calling it ELiPS-based CP-ABE. Our
experiments demonstrate that ELiPS-based CP-ABE performs similarly to the
MCL library, which is known for its effectiveness. This indicates that ELiPS

could be a valuable option for enhancing this type of security method.

3.2 Access tree

In this section, we introduce an access tree, which plays a crucial role in
access control for CP-ABE. Then, we present how to check if a user’s attributes

match an access tree and provide an example.

3.2.1 Define an access tree

An access tree is used to describe the access policy of an encrypted mes-
sage [21]. For example, Figure 3.1 gives information about the access tree,
which expresses the access policy as follows: (Position: Professor OR. Posi-
tion: Researcher OR Position: Student) AND (Faculty: Engineering OR
Faculty: Technology).

Each non-leaf node of the access tree represents a threshold gate, described
by its children and a threshold value. If num, is the number of children of
a non-leaf node x and k, is its threshold value, then 0 < k; < num,. For

instance, two particular cases are AND and OR gates:

e AND gate: k; = numy.
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Figure 3.1: An example of a simple access tree T [15].

e OR gate: ky = 1.

Every leaf node x of the access tree is described by an attribute and a
threshold value k, = 1.

Some functions are defined to facilitate working with access trees:

e par(x) : denotes the parent of the node z in the tree.

e att(x) : is defined only if = is a leaf node and denotes the attribute

associated with the leaf node z in the tree.

e ind(x) : denotes the order of the node x between its brothers. The nodes

are randomly numbered from 1 to num.

3.2.2 Satisfying an access tree

Let T be an access tree with root r. 7, denotes the subtree of 7, which
has root at the node z. Hence the tree T is the same as the 7. If a set of
attributes A satisfies the access tree 7, we denote it as T (A) = 1, where A is
a set of attributes, which is associated with the user’s secret key. We compute

Tz (A) recursively as follows:

e If z is a non-leaf node, evaluate 7,/(A) for all children z’ of node z.

Tz(A) returns 1 if and only if at least k; children return 1.

e If z is a leaf node, then 7;(A) returns 1 if and only if att(x) € A.

For instance, if the receiver/decryptor possesses a secret key with the
attribute set {Position: Researcher, Faculty: Engineering}, it satisfies the
access tree as described in Figure 3.1. However, if the receiver/decryptor
possesses a secret key with the attribute set {Position: Researcher, Faculty:
Agriculture}, it does not satisfy the access tree as described in Figure 3.1.
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3.3 Ciphertext-Policy Attribute-Based Encryp-

tion algorithm

CP-ABE is an encryption scheme that provides fine-grained access con-
trol over encrypted data. In CP-ABE, data is encrypted based on a set of
attributes, and access to the encrypted data is granted based on predefined
access policies associated with those attributes [14]. This approach allows for
flexible and customizable access control, where data owners can define specific
attributes required for decryption [7].

CP-ABE offers several advantages in scenarios where access control needs
to be managed carefully. It enables data sharing among multiple users or or-
ganizations while ensuring that the data can only be accessed by those with
the necessary credentials. The usage of CP-ABE is particularly relevant in
cloud services, Internet of Things environments, and scenarios involving sen-
sitive data storage and communication [27|. By leveraging Attribute-Based
Encryption, CP-ABE offers robust protection of data confidentiality and pri-
vacy [28]. It allows for secure data sharing, collaboration, and compliance with
regulatory requirements.

The original CP-ABE implementation is based on the PBC library. In
this work, we refer to it as PBC-based CP-ABE. The CP-ABE algorithm
primarily relies on hash-to-curve and pairing procedures, comprising four main

components.

3.3.1 Setup

The setup primitive is executed only once by the trusted party/server in
the initial phase. This phase mainly uses scalar multiplication, pairing, and
exponentiation operations for the computations. It outputs the master key
MK and public key PK. Whereas the master key MK is kept secret, the
public key PK is shared with all participants.

The algorithm begins by generating the G and Gp groups, where G has
a generator g and both groups have an order r. Next, it randomly generates
values o and f € Z,. Then the master key MK and public key PK are
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calculated as follows [6]:

MK:(ﬁ,ga), (3 1)

PK = (G,g,h, f,v),

where: h=¢°, f = gﬁ_l,v =e(g,9)%, e is a bilinear map: G x G — Gr.

3.3.2 Key generation

The key generation algorithm is also run once by the trusted party/server
for each user. This phase primarily includes scalar multiplication and hash-
to-curve operations. The algorithm takes the master key M K as well as the
attribute set A = {atty,atto, ...} as input. It proceeds to calculate the secret
key SK, which is associated with the set of attributes A.

Firstly, the algorithm selects a random value v € Z,. Secondly, for each
attribute ¢ € A, it selects a random value ~; € Z,. This part utilizes a hash
function H to map each attribute into an element in G : H = {0,1}* — G.
Subsequently, the secret key SK is computed as [6]:

SK = (Dv{DiaDg}ViEA)7 (32)

where: D = g(OH'“Y)/B_l7 D; = gV H (i)™, D§ =g

3.3.3 Encryption

This activity is executed by the sender/encryptor, who encrypts data on
their devices. It primarily involves scalar multiplication and hash-to-curve op-
erations. The encryption algorithm takes as input the public key PK, a mes-
sage M, and an access policy T over the universe of attributes. It will encrypt
message M and output a ciphertext C'T" such that only the receiver/decryptor
who possesses a set of attributes associated with their secret key SK that
satisfies the access tree T will be able to decrypt the message.

The encryption process is run as follows. A polynomial ¢ is chosen for

each node t in the access tree 7. The process chooses a random value s € Z,
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starting with the root R node, setting qg(0) = s. Then, for every node t € T,
it sets q¢(0) = gpar(s)(ind(t)). The leaf nodes in T are denoted as £, and the
function att () provides the attribute value of each leaf node in the access tree.

The message M is encrypted using the access policy T, as follows [6]:

CT = (T,C,C,{C}, CiIvier), (3.3)

where: C'= Me(g,9)*,C = h%,C) = g‘ﬂ(o), Cl’ = ’H(att(l))‘ﬂ(o).

3.3.4 Decryption

The algorithm is run by the receiver /decryptor to decrypt the encrypted
message on the server. The server will check whether the user’s attributes
satisfy the access policy. If the user’s attributes match the access policy, the
decryption process is successful, and the user gains access to the message;
otherwise, they are denied access. This stage primarily employs pairing and
multiplication operations for computations. It takes as input ciphertext C'T,
which contains an access policy T, and a secret key SK constructed from a
list A of attributes. If the set A of attributes satisfies the access tree 7 then
the algorithm will be able to decrypt the ciphertext and return a message M.

The algorithm computes dec_node(CT, SK,t), which receives CT, SK,
and node t as input. If ¢ is a leaf node, the attribute of node ¢ is obtained as
i = att(t). Then, dec_node(CT,SK,t) is computed as [6]:

ifi € A,
dec_node(CT, SK,t) = (3.4)

null ifi ¢ A.

The dec_node(CT, SK,t) function operates on leafless node t as follows:
For each child node ¢ of ¢, the algorithm calls dec_node(CT, SK, ¢) and stores
the result in F.. Ay is a list of children ¢, where F,. # null. If no such set exists,

the function returns null. Otherwise, the following calculation is performed [6]:
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Let: k=ind(c), A} = {ind(c),Ve € A},

B —j (3.5)
AkvA:‘,(O) o H k — j’

JEALI#k

AL
H k, AL (0)
Ft — Fc t
ce Ay

=T (oo e

ceA;

— H (6<gjg)VQpar(c)(ind(c)))

ceAs

Yar (k) Ay, 4
= 11 «9.9) 4O
ceAs

= ¢(g,9)" "),

Br.440) (3.6)

If the set of attributes A match the tree access policy 7, the algorithm
then calls the dec_node(CT, SK, R) function as follows [6]:

A = dec_node(CT,SK,R) = e(g,g)WR(O) =e(g,9)7°. (3.7)

Then, the ciphertext is decrypted using the following formula [6]:

e(CD) — M. (3.8)

A

3.4 Summary

This chapter introduced several prominent libraries for pairing systems,
such as PBC, RELIC, MCL, and ELiPS. Then, we demonstrated a comparative
analysis of these well-known libraries using terminology that are primarily used
in the CP-ABE algorithm. We afterward presented the advantages of the CP-
ABE algorithm and its primary functions. However, CP-ABE relies on the
PBC library, which has not been updated for a significant amount of time and

lacks sufficient security strength, making it vulnerable to various attacks and
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unsuitable for modern cryptographic applications. In the next chapter, we
introduce an ELiPS-based CP-ABE scheme to enhance the security level and
increase the performance of CP-ABE by integrating ELiPS into the CP-ABE

framework.
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Chapter 4
An implementation of ELiPS-based

Ciphertext-Policy Attribute-Based Encryption

In this chapter, we present the main procedures required to implement
CP-ABE using ELiPS, which we refer to as ELiPS-based CP-ABE. However,
PBC and ELiPS use several different operations and parameters. Addition-
ally, while CP-ABE uses symmetric pairing, ELiPS utilizes asymmetric pair-
ing. Therefore, before that, we introduce three procedures to make ELiPS ap-
propriate for CP-ABE. These procedures include generating g, g1, and g9, as
well as transforming asymmetric to symmetric pairing and modifying CP-ABE
framework functions. Afterward, we experiment and evaluate the performance
of the proposal. Firstly, we evaluate the efficacy of setup, key generation, en-
cryption, and decryption in PBC-based CP-ABE, MCL-based CP-ABE, and
ELiPS-based CP-ABE with a two-attribute scenario. Secondly, we validate the
key generation, encryption, and decryption parts with an increasing number
of attributes. On the other hand, the primary findings of this chapter were
published in the CANDAR 2023 conference [14] and the IJNC journal [15].

4.1 Introduction

The Ciphertext-Policy Attribute-Based Encryption [6] is an advanced
cryptographic protocol that safeguards privacy data in environments such as
cloud storage [29] and the Internet of Things [30]. Data is encrypted and pro-
tected based on an access policy. Only users who possess keys with attributes
that satisfy the access policy can access and decrypt the encrypted data.

Cloud computing enables the storage and remote access of data via the
internet. However, issues with access control and privacy arise when data
is stored by a third party. On the other hand, IoT is a rapidly developing
technology in the modern digital era. The large amounts of data generated
by the expanding IoT have led to a greater focus on privacy and data access

control in security. To meet these requirements, CP-ABE is utilized to provide
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privacy and fine-grained access control in both cloud storage [31-35] and [oT
applications [36—40].

However, the CP-ABE employed on the PBC library [22], which has not
been updated for a significant period and lacks sufficient security strength,
may pose a potential weakness in modern cryptographic applications. The
PBC library supports only an 80-bit security level, rendering it vulnerable to
various attacks and limiting its practicality. Bos et al. [8] recommend that
transitioning to a security level greater than 80-bit is necessary. According
to Barker [9], an 80-bit of security is no longer regarded as being sufficiently
secure.

On the other hand, the ELiPS! library provides efficient calculation costs
while ensuring high security. It is a specialized cryptographic library that
concentrates on efficient operations related to pairing-based cryptography [10].
ELiPS utilizes the BLS-12 curve and offers a 128-bit security level [11]. Tt
provides several functions that support the implementation of algorithms and
protocols that utilize pairing. Additionally, the ELiPS library has not only
been used for the implementation of Pairing-based Homomorphic Encryption
by Kanenari et al. [12] but also has been utilized in the implementation of
zk-SNARKSs.

To deal with these challenges, we propose an ELiPS-based CP-ABE scheme,
integrating ELiPS into the CP-ABE framework [14]. Despite differences be-
tween PBC and ELiPS libraries, including function parameters and data types,
as well as the type of pairing, we establish compatibility by generating a genera-
tor g and employing Shirase’s method [13] to convert asymmetric to symmetric
pairing. After that, we make essential modifications to ensure the integration
of ELiPS into the CP-ABE framework. These modifications span the setup,
key generation, encryption, and decryption algorithms.

To validate the proposal, we conducted several experiments, utilizing a
data access authorization process at the university level with various attribute
policy scenarios. The analysis and experimental results demonstrate the effec-
tiveness of the proposal, revealing not only an increase in the security level but

also a reduction in computational requirements for the setup, key generation,

1. ELiPS. Information Security laboratory Okayama University.
https://github.com/ISecOkayamaUniv/ELiPS
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and encryption functions. Moreover, we compare our ELiPS-base solution with
MCL to see if it works as well and stays up to date with today’s security needs.
This comparison confirms that our approach meets today’s security standards
while operating efficiently.

The following are some of the main contributions of this chapter:

e Introduce generator g over E(Fp12) specifically designed to convert asym-
metric pairing to symmetric pairing, which is a significant contribution
in addressing the compatibility issue between ELiPS and the original
CP-ABE scheme.

e Employ Shirase’s technique [13] to accomplish the conversion of asym-

metric pairing to symmetric pairing using the generated generator g.

e Make several modifications to the CP-ABE framework and carefully se-
lect appropriate ELiPS functions to ensure compatibility of ELiPS with
CP-ABE.

e Evaluate the proposal in terms of computation time.

e Compare our proposal’s performance with other competitive pairing li-

braries.

4.2 Proposed schemes

In this section, we present the main procedures required to implement CP-
ABE using ELiPS, which we refer to as ELiPS-based CP-ABE. PBC and ELiPS

use several different function names, as shown in Table 4.1. Therefore, we have

Table 4.1: Comparison of the main function names used for implementing CP-
ABE between the PBC and ELiPS libraries [15]

PBC ELiPS
Function names element mul g3 mul
in Gp element pow zn g3 exp
Function names element mul gl eca, g2 eca
in G1,Go element pow zn gl scm, g2 scm

Type of pairings Symmetric pairing Asymmetric pairing
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designed three procedures to make ELiPS appropriate for CP-ABE. These
procedures include generating g, g1, and go, as well as transforming asymmetric

to symmetric pairing and modifying CP-ABE framework functions.

4.2.1 Generator g generation

Generating a generator g serves the purpose of transforming asymmetric
pairing, which is the basis of ELiPS, into symmetric pairing. This transfor-
mation is crucial for compatibility with the original CP-ABE, which relies on

symmetric pairing.

Figure 4.1: The process for generating g, g1, and go.

Figure 4.1 illustrates the process of generating g, as follows:

1. Firstly, the algorithm generates two generators 9/1 and gé over E(IF,) and
E’(Fpg), respectively.

2. Secondly, 9/1 and gé are mapped to g1 in subgroup Gq and g9 in subgroup
Ga, respectively. Since G and Gg are subgroups of E[r], we can add the

elements of G; and Go, and the result is an element of E[r].

3. Finally, the generator g of group G be generated as follows:

9=g1+9. (4.1)

This method is significantly faster compared to directly creating a gen-
erator over E(F 12). Since G is a subgroup of order r of Elr](C E(F,12)),
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addition and scalar multiplication can be defined over G in the same way as
those on E(F12) [13].

Algorithm 1 demonstrates the process of generating a generator g € G
over E(F12) .

Algorithm 1 Generate a generator g

Input:

Output: g € G over E(F,12)
1: g} + efp_generate() // g1 over E(Fp)
2: gh < efp2_generate() // gb over E/(sz)
3: g1 + gl_map_from_efp(g}) // g1 € Gy over E(F 12)
4: g9 g2_map_from_efp2(g’2) // g2 € Go over E(IF 12)
5 g £ g1+ 92 //gEGoverE(IF 12)
6: return g

4.2.2 Asymmetric to symmetric transformation

We successfully implemented Shirase’s method [13] for converting asym-
metric pairing to symmetric pairing. Let g; € G; and g9 € Go be generator
rational points. Then g is a generator point of G, and this can be calculated
as shown in Equation (4.1).

For two rational points P,) € G and we can use symmetric pairing

esym (@, P) by defining a symmetric pairing as follows [13]:
esymGXG_)GT

Since ELiPS uses asymmetric pairing, we need to transform asymmetric
pairing into symmetric pairing. This is done by extracting P’ in group G; and
Q' in group G9 from P and Q, respectively. Figure 4.2 shows the concept of the
extraction procedure. The transformation between asymmetric and symmetric

pairing can be defined as [13]:

esym (@, P) = easy(ext2(Q), ext1(P)).

Next, we provide a method for extracting P’ in group G1 and @’ in group
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Figure 4.2: Extraction of P’ and @’ in transforming asymmetric pairing to
symmetric pairing.

Go from P and @ in group G, respectively.
Let I = (p — 1)~! (mod r), where 7 is an order of subgroups G; and Go.

Then, the values of extl and ext2 can be calculated as follows [13]:

extl = ([p] — mp)[l],

ext2 = (mp — [1))]1].

The symmetric pairing procedure is processed as follows:
1. Calculate the rational points P and @), where P, Q) € G.
2. Then, it calls the extl and ext2 functions to calculate P’ and @', as
demonstrated in Figure 4.2.
P’ = ext1(P),

Q' = ext2(Q),

where P’ € G1 and Q' € Go.

3. Afterward, the algorithm calls easy(Q’ , P to calculate asymmetric pair-
ing. The asymmetric pairing function uses the Miller loop and final

exponentiation to calculate and return the pairing value.

Algorithm 2 illustrates the detailed computation process of transforming
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an asymmetric pairing to a symmetric pairing.

Algorithm 2 Asymmetric pairing to symmetric pairing transformation
Input: Q. P G

Output: e € F 12 //Asymmetric pairing result
1: 7' (p—1)"1 (mod r) // r be order of groups G; and Go
2. PP+ (p—mp) xr' x P // This is extl function, ), be Frobenius map
3 Q « (mp—1)xr' xQ // This is ext2 function
4: e < easy(Q’,P') /] Q" € Gy and P’ € Gy
5: return e

4.3 CP-ABE algorithm modifications

We present some modifications to enable ELiPS to work within the CP-
ABE framework. Then, we conduct a security analysis on ELiPS-based CP-

ABE, showing its alignment with today’s security needs.

4.3.1 Setup

The setup is executed once on the server at the beginning of the system.
The algorithm generates ¢} and g5 over E(Fp) and E’ (F,2), respectively. Then,
it maps g’1 and gé to g1 and g9 over E(Fpu), as illustrated in Figure 4.1.
The generator point g is calculated using the formula ¢ = g1 + ga. Next,
random «, § € Z, are generated. The master key M K and public key PK are

computed as follows [14]:

MK = (8,ag), 4)

PK = (g,h, f,v),

where: h = fg, f = 87 1g,v = e(g, )"
The master key M K is kept secret, whereas the public key PK is shared

with everyone.
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4.3.2 Key generation

This function is run once on the server for each user as well. The key
generation takes the master key M K and attribute set A as input. It calculates
the secret key SK as [14]:

SK = (D?{DiaDg}Vi€A>7 (4'5>

where: D = (a + )87 19, D; = vg + vH(i), D, = ;9,7 and v; are random
numbers over Z,.
Then, the secret key SK is provided to the user.

4.3.3 Encryption

The encryption function is executed every time to encrypt data on the
user’s own devices. It takes the public key PK, message M, and access policy
tree T as input. The output is the ciphertext C'T, which is computed as
follows [14]:

CT = (7-7 C’, C, {Clv CZ/}WGE)> (46>

where: C' = Me(g,9)**,C = sh,C) = q1(0)g,C] = q;(0)H(att(l)), s is a ran-

dom number over Z,, L is the leaf node set in 7.

4.3.4 Decryption

The decryption phase is run on the server. Firstly, it verifies the user’s
attributes and access policy. If the user’s attributes meet the access policy, the
decryption process is successful, and then the user can access the plain message.
Otherwise, access is denied. The inputs for the procedure are ciphertext C'T
and secret key SK. It calls the dec_node(CT, SK, R) function to calculate A
as [14]:

A =dec_node(CT,SK,R) = e(g,9)"°. (4.7)

In this function, the algorithm calls the recursive dec node(CT, SK,t)
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function to calculate the value A and verify whether the secret key SK matches

the access policy, where ¢ is a leaf node, as follows [14]:

esym(Di,Ct) ep -
caym(DL.C]) ifi1€ A,

null ifi ¢ A.

dec_node(CT, SK,t) = (4.8)

The dec_node(CT, SK,t) function operates on leafless node ¢ as follows:
For each child node ¢ of ¢, the algorithm calls dec_node(CT, SK, ¢) and stores
the result in Fi.. A is a list of children ¢, where F,. # null. If no such set exists,

the function returns null. Otherwise, the following calculation is performed:

Let: k = ind(c), Al = {ind(c), Ve € A},

. N
Dpaoy= 1[I —itk=57"
JEALJFK

(4.9)

ANY
H k, AL (0)
F‘t — Fc t
cE Ay

_ H (€<g,g)7qc(0))AkﬂA§(0)

ceAs

_ H (e<g’g)7qpar(c)(ind(c)))

CEAt

Yar(k)Ay, 41
=[] (9.9 540
ce Ay

= e(g,9)"* ).

At 4)(0) (4.10)

The original message is decrypted using the following formula [14]:

CA CA
= =M. 4.11
esym(C, D) easy(ext2(C), ext1(D)) (4.11)

4.3.5 Security analysis

Numerous cryptographic protocols rely on computational assumptions to

demonstrate their security. Mrabet et al. [19] noted that pairings of Type III
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are compatible with various computational assumptions, such as the Decision
Diffie-Hellman in Gq or Go, also referred to as the External Diffie-Hellman
assumption, which is not upheld in Type I pairings [20]. While the ELiPS-
based CP-ABE relies on ELiPS, employing asymmetric pairing (Type I1II), the
PBC-based CP-ABE utilizes symmetric pairing (Type I). This implies that
ELiPS-based CP-ABE is better than PBC-based CP-ABE from a security
perspective.

Additionally, according to Equation (4.6) and Equation (4.11), to decrypt
encrypted data, one needs to calculate the value of e(g, g)** or e(C, D) /e(g, g)7®

as follows:

e Recovering the value e(g,g)®® requires attackers to determine o and
s. However, based on the Discrete Logarithm Problem and the Ellip-
tic Curve Discrete Logarithm Problem, computing a from d = ag or

v = e(g,9)* and s from C' = sh is infeasible.

e Calculating the value e(C, D)/e(g,g)"® allows adversaries to compute
e(C, D) using C from the ciphertext and D from the user’s secret key.
However, the value of e(g,¢)”® remains blinded. Recovering v from
D = (a+7)B 1gand s from C' = sh are challenging problems, accord-
ing to DLP and ECDLP.

where g,h € E, and o, 3,7, s € Zy.

Computing discrete logarithms is evidently difficult, which is related to

the bit length of r. In PBC-based CP-ABE, r is 160 bits, while in ELiPS-based
CP-ABE, it is 308 bits. This demonstrates that the proposed scheme increases

the security level.

4.4 Experimental evaluation and discussion

In this section, we experiment and evaluate the performance of the pro-
posal. Firstly, we evaluate the efficacy of setup, key generation, encryption,
and decryption in PBC-based CP-ABE, MCL-based CP-ABE, and ELiPS-
based CP-ABE with a two-attribute scenario. Secondly, we validate the key
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generation, encryption, and decryption parts with an increasing number of

attributes.

4.4.1 Experimental evaluation setup

Table 4.2 shows the devices and software used during the evaluation. In
our experiments, we employed a data access authorization for administration
procedures at the university level and attribute policy scenarios, as depicted

in Figure 4.3, which involve three entities:

e University administrator: Authority.
e President: Sender.

e Professors: Receiver.

Table 4.2: Experimental environments

OS Ubuntu 22.04.1 LTS (WSL2)
CPU Intel(R) Core(TM) i7-6600U @ 2.60GHz
Memory 4 GB
Language C
GMP version 6.2.1
GCC version 11.3.0

GCC optimization level -02

Assuming the university president wishes to share private data exclusively
with professors in the Faculty of Engineering, the president only encrypts the
data once and shares the encrypted data with all intended recipients. The
president also needs to define an access policy T structure to determine who
can decrypt the encrypted data, as shown in Figure 4.3. On the recipients’
side, if their attributes satisfy the access policy, they can successfully decrypt
the data; otherwise, they are unable to decrypt it.
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Authority

____________________

@ LAt A:
i - Professor '
cT > i - Engineering :

........................ CLIIIIIIIIIIIII

@ ! Position: ... ! Faculty: ... n EAtt B:

--------------------------- i - Professor
1 - Information

M Access policy 7 structure

____________________

i - Student
1 - Technology

Figure 4.3: An example of data access authorization for administrative proce-
dures at the university level.

4.4.2 Performance evaluation with two-attribute scenario

We employed two attributes to implement a data access authorization
for the administration scenario. We performed 10,000 executions to measure
the computation time of setup, key generation, encryption, and decryption

functions for PBC-based CP-ABE, MCL-based CP-ABE, and ELiPS-based
CP-ABE, then we took the average values.

Table 4.3: A comparison among PBC-based CP-ABE, MCL-based CP-ABE,
and ELiPS-based CP-ABE in a two-attribute scenario

PBC-based MCL-based ELiPS-based

Functions “cp ABE  CP-ABE  CP-ABE
Setup 5.6 |ms| 4.0 [ms]| 4.1 |ms]
Keygen 15.5 [ms| 3.9 [ms] 3.8 [ms]

Encryption  15.0 [ms] 3.9 [ms] 3.7 [ms]

Decryption 7.3 [ms] 9.6 [ms] 11.0 |ms|

Table 4.3 summarizes the comparison results. Overall, it shows that most
of the functions in ELiPS-based CP-ABE perform faster than their counter-
parts in PBC-based CP-ABE, except for the decryption function. The per-

93



formance of both ELiPS-based CP-ABE and MCL-based CP-ABE are closely
competitive, with no significant difference between them. It shows that our
ELiPS-based solution is working well and operating efficiently.

In detail, Table 4.3 shows that while the setup speed in ELiPS-based CP-
ABE is faster than that in PBC-based CP-ABE by 26.8%, and MCL-based
CP-ABE is faster than that in PBC-based CP-ABE by 28.6%.

In addition, the data illustrates that the key generation performance in
MCL-based CP-ABE is better than that in PBC-based CP-ABE by 74.8%,
while the key generation in ELiPS-based CP-ABE is better than other schemes
by 2.6% compared to MCL-based CP-ABE and by 75.5% compared to PBC-
based CP-ABE.

Regarding the encryption part, Table 4.3 shows that encryption time in
ELiPS-based CP-ABE is the best among three versions, namely PBC-based
CP-ABE, MCL-based CP-ABE, and ELiPS-based CP-ABE. Whereas encryp-
tion time in MCL-based CP-ABE decreases by 74.0%, encryption time in
ELiPS-based CP-ABE reduces by 75.3% compared to that in PBC-based CP-
ABE.

On the other hand, the decryption time for MCL-based CP-ABE and
ELiPS-based CP-ABE increases by 31.5% and 50.7%, respectively, compared
to the decryption time for PBC-based CP-ABE. Therefore, further evaluation

with an increase in the number of attributes is necessary.

4.4.3 Evaluating the key generation, encryption, and de-

cryption with an increasing number of attributes

Since the setup part is not affected by the number of attributes, we do not
need to evaluate it further. Instead, we focus on experiments and evaluations of
key generation, encryption, and decryption with varying numbers of attributes.

We conducted experiments 10,000 times to measure the key generation
time, encryption time, and decryption time in PBC-based CP-ABE, MCL-
based CP-ABE, and ELiPS-based CP-ABE. We then calculated the average
results.

Figure 4.4 shows the key generation performance in MCL-based CP-ABE
is better than that in PBC-based CP-ABE by 74.7%, while the key generation
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Figure 4.4: Key generation time for several scenarios of PBC-based CP-ABE,
MCL-based CP-ABE, and ELiPS-based CP-ABE.

in ELiPS-based CP-ABE is better than other schemes by 3.7% compared to
MCL-based CP-ABE and by 75.6% compared to PBC-based CP-ABE. The
increase in performance of key generation in MCL-based CP-ABE and ELiPS-
based CP-ABE can be attributed to the fact that the key generation algorithm
primarily utilizes hash-to-curve and SCM operations for each attribute, as

illustrated in Table 4.4. These operations exhibit superior performance in

MCL and ELiPS compared to PBC, as indicated in Table 3.1.

Table 4.4: Computations cost in CP-ABE algorithm

Functions Computational cost

Key generation 1 J+nH+ (n+1)A+2(n+1)S
Encryption IM+1E+nH+ (2n+1)S
Decryption M+ 1T+ 2n+ 1P

where: M is the multiplication cost over Fp12, £ is the exponentiation cost
over IFplg, J is the inversion cost over IFp12, ‘H is the hash-to-curve cost, P

is the pairing cost, A is the elliptic curve addition cost, S is the elliptic
curve scalar multiplication cost, n is the number of attributes.

Figure 4.5 shows a similar trend to the key generation part. Encryption
time in ELiPS-based CP-ABE is the best among the three versions. Encryp-
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Figure 4.5: Encryption time for several scenarios of PBC-based CP-ABE,
MCL-based CP-ABE, and ELiPS-based CP-ABE.

tion time in ELiPS-based CP-ABE decreases by 75.0% compared to that in
PBC-based CP-ABE and reduces by 4.9% compared to that in MCL-based
CP-ABE. Similar to the key generation algorithm, Table 4.4 shows that the en-
cryption algorithm primarily utilizes hash-to-cure and SCM operations, which
are employed for each attribute in the access policy. The results in Table 3.1
indicate that the computational cost of these operations in MCL and ELiPS
significantly reduces compared to that in PBC. Hence, the encryption time
in the proposal decreases by around 3.9-fold compared to that in PBC-based

CP-ABE.
Figure 4.6 demonstrates that the decryption time of both MCL-based

CP-ABE and ELiPS-based CP-ABE is higher than that of the PBC-based
CP-ABE across scenarios. The decryption time increases linearly as the num-
ber of attributes increases. As indicated in Table 4.4, the number of pairing
operations depends on the number of attributes. Additionally, the pairing cost
in both MCL and ELiPS is heavier than that in PBC, as demonstrated in
Table 3.1.

In IoT scenarios, efficient encryption is crucial for resource-constrained
[oT devices acting as senders. While the setup and key generation are one-
time operations performed on the server, encryption and decryption must be
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Figure 4.6: Decryption time for several scenarios of PBC-based CP-ABE,
MCL-based CP-ABE, and ELiPS-based CP-ABE.

executed repeatedly for securing and accessing data. According to the results
in Table 4.3 and Figure 4.5, the ELiPS-based CP-ABE scheme outperforms
other compared schemes like PBC-based CP-ABE and MCL-based CP-ABE
in terms of encryption performance. Since IoT devices have limited resources,
the superior encryption efficiency of ELiPS-based CP-ABE makes it suitable
for practical implementation in IoT scenarios where the encryption is handled
by the devices, and the server handles the decryption.

On the other hand, the PBC library utilizes symmetric pairing, while the
ELiPS library uses asymmetric pairing (Type III). The symmetric pairing is
not robust enough from a security point of view [19]. Pairings categorized as
Type III align with various computational assumptions, including the Deci-
sion Diffie-Hellman assumption in G or Gg, also referred to as the External
Diffie-Hellman assumption, which does not hold in Type I pairings [19]. There-
fore, the ELiPS-based solution is more compatible with various computational
assumptions than the PBC-based CP-ABE.

Moreover, the security levels for ELiPS and PBC are different. Comparing
them will be more appropriate when PBC-based CP-ABE and ELiPS-based
CP-ABE use the same security level.
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4.5 Summary

We introduced an ELiPS-based CP-ABE scheme by integrating ELiPS as
an efficient library for pairing systems into the CP-ABE encryption method.
Here, generating a generator g served the purpose of transforming asymmetric
pairing, which was the basis of ELiPS, into symmetric pairing. This transfor-
mation was crucial for compatibility with the original CP-ABE, which relied
on symmetric pairing. Then, we transformed asymmetric pairing to symmet-
ric pairing using Shirase’s technique and made several modifications to the
CP-ABE framework for the integration. Comparing ELiPS-based CP-ABE
with MCL showed that our ELiPS-based solution functioned efficiently while
matching today’s security needs. Additionally, the experimental results con-
firmed that the proposal not only improved the performance but also boosted
the security level to 128 bits for CP-ABE. The superior encryption efficiency
of ELiPS-based CP-ABE made it suitable for practical implementation in IoT
scenarios where the encryption was handled by the devices, and the server
handled the decryption. On the other hand, the decryption process remains
heavy. Therefore, in the next study, we aim to improve the decryption process
in ELiPS-based CP-ABE.
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Chapter 5
Improvement decryption process in ELiPS-based

CP-ABE

In this chapter, we propose two methods to reduce the number of fi-
nal exponentiations and inversions, which improve decryption process time
in ELiPS-based CP-ABE. Then, we validate the correctness of the proposed
formulas and their performance. Additionally, we compare the performance
of our proposed decryption method in ELiPS-based CP-ABE with the initial
version of ELiPS-based CP-ABE. The primary contributions in this chapter
have been published in the JAIT journal [16].

5.1 Introduction

Ciphertext-Policy Attribute-Based Encryption is a type of advanced en-
cryption scheme that allows for access control based on specific attributes
assigned to users and data [14]. CP-ABE finds applications in diverse fields,
including but not limited to cloud storage [33-35|, Internet of Things [37-
40], Personal Health Record [41-43], blockchain [44-46], and other prominent
fields [47-50].

Cloud computing has become increasingly popular in our lives, with users
storing a wide range of data in the cloud. CP-ABE is commonly employed as
a mechanism to safeguard data in cloud computing [33-35].

The growing proliferation of the Internet of Things generates vast amounts
of data, leading to an increased emphasis on data access control in security [37—
40]. CP-ABE meets this demand by allowing data sources to encrypt data
while enforcing a security access policy cryptographically.

The Personal Health Record (PHR) contains extensive private informa-
tion, including the user’s health conditions, medical history, medications, and
other personal details. Recognizing the sensitive nature of PHR, CP-ABE has
been considered a suitable choice for access control and safeguarding private
data within PHR systems [41-43].
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Blockchain stands out as one of the most talked-about technologies in
recent years, ushering in a genuine revolution in the financial sector. Its capa-
bility to offer cryptographically validated transactions and data, free from the
influence of any third-party organization, highlights its significance. Overall,
blockchain technology boasts key advantages, including decentralization, per-
sistence, anonymity, and auditability. To enhance the security and privacy of
data without relying on a third party for control, CP-ABE has been integrated
with blockchain technology [44-46].

CP-ABE has various important applications; however, the original CP-
ABE based on the Pairing-Based Cryptography (PBC) library has not been
updated for a significant time. The PBC library provides only an 80-bit se-
curity level. Thus, PBC-Based CP-ABE has some drawbacks such as perfor-
mance issues and a lack of sufficient security.

Therefore, in our previous study [14, 15|, we addressed these shortcom-
ings by proposing an ELiPS-based CP-ABE scheme, which enhanced security
strength and increased performance. Previous work in [14,15] integrated ELiPS
into the CP-ABE framework. ELiPS serves as a foundation for cryptosystems
and offers a 128-bit security level. We proposed several methods to improve
the performance of the CP-ABE [14, 15]. The results indicated that ELiPS-
based CP-ABE enhanced the security strength and increased the setup, key
generation, and encryption speeds of the CP-ABE system. Nevertheless, de-
cryption processing in ELiPS-based CP-ABE remains a challenge due to its
heaviness.

Accordingly, we aim to reduce the decryption processing time of ELiPS-
based CP-ABE by proposing methods to minimize the number of final expo-
nentiations and inversions. Through formula analysis, the proposed scheme
reduces 2n — 1 times final exponentiations and n — 1 times inversions. We
also conducted several experiments to assess the performance of our proposed
formula while increasing the number of attributes from 5 to 100. Experimental
analysis shows that the decryption time in the proposed scheme decreased by
an average of 45.5% compared to previous work [14].

Some of the primary contributions of this chapter are as follows:

e Transform the decryption equation to a Miller loop and final exponenti-
ation bases.
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e The number of final exponentiations is proportional to the number of

attributes.

e Transform the decryption equation by performing final exponentiation

only once at the last step.

e The count of inversion operations in the Lagrange coefficient function is

minimized by employing a single inversion operation.

5.2 Proposed methods

The objective of this study is to reduce the decryption processing time of

ELiPS-based CP-ABE. To accomplish this goal, we propose two methods as:

5.2.1 Minimizing number of final exponentiations

For data decryption, in accordance with Equation (4.8), the algorithm
conducts a pair of pairing calculations for each attribute. The pairing operation
includes the Miller loop and final exponentiation. Therefore, we propose to
transform the decryption equation to Miller loop and final exponentiation as

follows [16]:

ﬁ[wr’;ﬁ —<fDi’Ci>p:’"_l Ai. (5.1)

/ !/
i Lo G =1 (fpren

where:
e 1 is the number of attributes.

e fp be a Miller loop result with P and @ on an elliptic curve as inputs.

k_1
g) is the final exponentiation.

P
.fP

)
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e A, is the Lagrange coefficient, A; € Z,,

N S = S (5.2

Bl B
J=1,j#i Jj=1,j#i

e (i —7)~!is the inverse of i — j over Z;.

The pairing e is formed through the Miller loop and final exponentiation.
Thus, in Equation (5.1), both the Miller loop and final exponentiation are
utilized for each pairing per attribute. Therefore, we propose a formula aiming
to decrease the number of final exponentiations. From Equation (5.1), we

propose a formula transformation as follows [16]:

— A
. pho |70
ﬁ{e(DiaCi)]Al_ﬁ (sz‘aCi> r
/ / - k_
R = | [
Ip,c ) "
i:Hl <fD;,o;
I - (5.3)
o T ; AT
_ D;,C;
iHl_<fD;,o;> |
_pkfl
n Az r
Ip;.c
H(fD;,o;

In Equation (5.3), it decreases the number of final exponentiations. It
also employs the Miller loop for each pairing; however, it utilizes the final
exponentiation only once at the last step.

Consequently, Equation (5.1) and Equation (5.3) demonstrate that our
proposed method effectively reduces the number of final exponentiations by
2n — 1 times, improving the efficiency of ELiPS-based CP-ABE.

The method for minimizing the number of final exponentiations is also

shown in Algorithm 3.
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Algorithm 3 Minimizing the number of final exponentiations in the decryp-
tion function
Input: n € Z,,C,D,C’, D'

1. F+1

1
I Ip;c; Al
=1 fD/C’
2: 1+ 1

3: while i <n do

A
Ip;c;\ " :
F=Fx (W) // fp,g be a Miller loop result,

Output: F =

>

// A; be the Lagrange coefficient.
1 i+1
end while

E_q

10: return F

5.2.2 Minimizing number of inversions

The inversion operation is one of the operations that has an expensive
calculation cost. However, the Lagrange coefficient in the decryption part is

calculated as follows:

Z [ 7) " Hmod 7). (5.4)

j=13

According to Equation (5.4), the inversion operation is used in the La-
grange coefficient part for every number of attributes. Consequently, in this
study, we propose a method to improve the efficiency of the decryption part

by minimizing the number of inversions as follows [16]:

1. Calculate product:
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2. Calculate inverse of A;:

B = At

3. We can calculate the inversion as follows:

> —iB;

j=1.5

1
Ii(mod T). (5.6)
[T (k) (modr). (5.7)

k=1,k#i,k#j

Algorithm 4 describes the calculation of our proposal, which involves min-

imizing the number of inversions in the Lagrange coefficient in the decryption

function.

The calculation in Equation (5.7) decreases n — 1 times inversion opera-

tions and increases 3(n — 1) times multiplication operations. This algorithm

is known as Montgomery’s trick. However, the cost of multiplication is much

lower than that of inversion. Therefore, this method is more effective than
Equation (5.4).

Algorithm 4 Minimizing the number of inversions in Lagrange coefficient in
decryption function

Input: i € Zy,n € Zy
Output: A;

e e e

Ai<_0
A 1
Jj+1
while j <7 do
A — A; x (i —7)
J7+1
end while
j—i+1
while j < n do
A — A; x (i —7)
Jg7+1

. end while
: A1 1/A; (mod 1)
: ] —1
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15: while 57 < i do

16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

35

36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:

(i—j)te1

k<+1

while £ < j do
(=) e (i) x (= k)
k+k+1

end while

kE+—j+1

while £ < ¢ do
(=5t (i—§) P x(i—k)
k< k-+1

end while

k<+i1+1

while £ < n do
(i=5) (=)t x (i —k)
k< k+1

end while

Aj= A+ (i =57

jJj+1

end while
i i+1
while j < n do

(i—j)te1

k<+1

while £ < ¢ do
(=) = i— )" x (= k)
k+—k+1

end while

k<+—i1+1

while £ < j do
(=5 e (i—§) P x(i—k)
k< k-+1

end while

E+—j+1

while £ < n do
(=)= (i—§) P x (i —k)
k< k+1

end while

A A+ (i —§)71

j+—7+1

55: end while
56: return A;
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5.3 Evaluation and discussion

In this section, we present a brief comparison of the decryption costs
among CP-ABE schemes. Subsequently, we outline our experiment aimed at
assessing the correctness of proposed formulas and their performance. Addi-
tionally, we compare the performance of our proposed decryption method in
ELiPS-based CP-ABE with that of previous work [14].

5.3.1 Decryption cost

Here, we present a comparison of decryption costs among CP-ABE schemes,
as shown in Table 5.1. These data reveal that the decryption cost of our scheme
reduces the number of final exponentiations and inversions by 2n —1 times and
n — 1 times compared to Refs. [6] and [14]. When compared to Refs. [51], our
scheme not only remains the number of inversions at constant 2 but also re-
duces the number of final exponentiations, consistently remaining at only 2
final exponentiations. Table 5.1 demonstrates that the proposed scheme re-
duces the number of final exponentiations and inversions to a constant of 2.

Therefore, our scheme may be effective and competitive with other schemes.

Table 5.1: Decryption cost comparison among CP-ABE schemes

Schemes No. of Final Exponentiations No. of Inversions

6] 2n+1 n+1

[51] n+ 2 2

[14] 2n+1 n+1
Proposal 2 2

Note: n is the number of attributes.

5.3.2 Evaluation of the proposed formula, reducing the

number of final exponentiations

Firstly, through experimentation, we assess the correctness and perfor-
mance of the previous formula and our proposed formula, which reduces the

number of final exponentiations. We implemented Equation (5.1) and Equa-
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tion (5.3) to measure the execution time, progressively increasing the number
of pairs pairing from 5 to 20. During the experiment, we used the devices and

software as depicted in Table 4.2.

1007 o g (5.1) [14]

W Eq. (5.3) [Proposal]

Execution time (ms)

5 10 15 20
Number of pairs pairing

Figure 5.1: Comparison of execution time between Equation (5.1) and Equa-
tion (5.3).

We executed the calculations 10,000 times for each scenario to measure
the computation time and then calculated the average values. The exper-
imental results reveal that the outcome of Equation (5.1) is identical to the
result of Equation (5.3). These results validate the correctness of our proposed
formula. Moreover, as depicted in Figure 5.1, our proposed Equation (5.3) re-
duces the execution time by an average of 43.6% compared to the previous
Equation (5.1).

5.3.3 Evaluation of the proposed formula, reducing the

number of inversions

Secondly, we assess the correctness and performance of the method, which
decreases the number of inversions. We implemented Equation (5.4) and our
method to measure the execution time, progressively increasing the number
of variables from 5 to 20. We ran the experiment 10,000 times and then took
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the average execution time. The experimental results show that the inversion
result of Equation (5.4) is identical to the result of Equation (5.7). These

results demonstrate the correctness of our proposed method.

B Eq. (54)[14]
0.054 MW Eq. (5.7) [Proposal]

0.04 ~

o

o

sy
|

Execution time (ms)

o

o

s}
|

0.01 1

0.00 -

5 10 15 20
Number of variables

Figure 5.2: Comparison of execution time between Equation (5.4) and Equa-
tion (5.7)

Furthermore, Figure 5.2 illustrates our proposed Equation (5.7) decreases
the execution time by an average of 74.4% compared to the Equation (5.4).

Subsequently, we successfully implemented our proposed methods into
ELiPS-based CP-ABE. Additionally, we conducted several evaluations to com-

pare our work with previous research [14].

5.3.4 Evaluation of decryption performance with our pro-

posed methods

After validating our proposed methods, we successfully integrated these
optimizations into the ELiPS-based CP-ABE system. We then compared the
decryption performance of our current work with that of the previous work [14].
Using a similar scenario to that described in Section 4.4.3, Figure 5.3 demon-

strates that our proposal significantly reduces decryption time. The decryption
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Figure 5.3: A comparison of decryption time in previous work and current
work.

performance of the optimized ELiPS-based CP-ABE is not only better than
the initial version but also outperforms the MCL-based CP-ABE.

To further evaluate performance, we implemented several scenarios in
which the number of attributes varied from 5 to 100 to measure decryption
time. We compared the decryption time of our proposed method with that of

the previous work [14]. In this evaluation, we ran the setup, key generation,

500
----- -@------ Previous work [14] ',«‘
Proposal
&
400 e
"
/.’/
2 e
£ 3001 e
[
E ,,o’" "
£ o
3 2001 p o
4] o -
/./’
/'/
100 e .
/./’ |
¥
o m

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Number of attributes

Figure 5.4: Compare decryption time between previous work [14| and our work.
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and encryption functions once, while the decryption function was executed
10,000 times for each scenario to obtain average decryption times.

Figure 5.4 gives information that our decryption performance is faster
than the previous work [14| across various scenarios. Decryption time in our
proposed scheme decreased by an average of 45.5%. In addition, Figure 5.4 also
shows that the decryption time in the proposed scheme is more efficient when
the number of attributes increases and can effectively handle a large number
of attributes. This is because our proposed formula decreases the number of
final exponentiations by 2n — 1 times and the number of inversions by n — 1

times, where n is the number of attributes.

5.4 Summary

We proposed methods that minimize the number of final exponentiations
and inversions to reduce the decryption processing time of ELiPS-based CP-
ABE. The proposed formulas effectively decreased the number of final ex-
ponentiations and inversions by 2n — 1 times and n — 1 times, respectively.
Experimental results demonstrate that our scheme decreases the decryption
time by an average of 45.5% compared to previous work. Our system has been
successfully implemented within the CP-ABE framework, making it applicable

in practical applications.

70



Chapter 6

Performance analysis of ELiPS-based CP-ABE

with optimized decryption functions

In this chapter, we further evaluate and analyze the impact of these op-
timizations, which reduce the number of final exponentiations and inversions,
on decryption efficiency. We compare the ELiPS-based CP-ABE with these
improvements to the initial version and the original PBC-based CP-ABE. As a
result, the combination of both optimization techniques resulted in an average
43.1% overall reduction in decryption time compared to the initial version of
the ELiPS-based CP-ABE scheme, while in total execution, it led to a 25.3%
improvement. Furthermore, there was an average 53.8% overall reduction in
total execution time compared to the original PBC-based CP-ABE method.
Additionally, a portion of these results has been presented at the ICTIS 2024

conference [17].

6.1 Introduction

The Internet of Things and cloud computing have revolutionized how data
is generated, transmitted, and stored. However, they also introduce significant
security and privacy challenges. Ensuring the confidentiality of data and con-
trolling access are essential, especially when sensitive information is involved.
Ciphertext-Policy Attribute-Based Encryption has emerged as an advanced
cryptographic solution, enabling fine-grained access control within encrypted
form [6].

In the CP-ABE scheme, user attributes are used to determine who can
decrypt ciphertexts associated with access policy. This grants for flexible,
expressive access control without the need for complex key management. CP-
ABE has found applications in areas like secure data sharing, access control in
[oT and cloud environments, and secure electronic health records [30].

While CP-ABE provides robust security, early constructions were based

on the PBC library, which offers only an 80-bit security level. This level of
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security is now considered insufficient and vulnerable to attacks from powerful
adversaries. To address this limitation, we previously introduced an ELiPS-
based CP-ABE scheme that achieves 128-bit security using the ELiPS library
for bilinear pairings [14].

Although the ELiPS-based construction enhanced security, the decryp-
tion process remained computationally expensive due to the costly pairing,
final exponentiation, and inversion operations involved. In our previous work,
we optimized the decryption function by minimizing the number of final ex-
ponentiations and inversions, which are the most expensive steps [16].

This study evaluates the impact of these decryption optimizations on the
efficiency of the ELiPS-based CP-ABE approach. We analyze the performance
gains achieved through the optimizations and compare our optimized construc-
tion to both the initial ELiPS-based version and the original PBC-based CP-
ABE scheme. Our study confirms the effectiveness of ELiPS-based CP-ABE

with these optimizations.

6.2 Decryption optimizations

6.2.1 Minimizing final exponentiations

The decryption algorithm in ELiPS-based CP-ABE involves a pair of pair-
ing calculations for each attribute. The pairing operation includes the Miller
loop and final exponentiation. Performing these operations can be very expen-
sive, especially when the number of attributes is large.

In accordance with Equation (4.8) and Equation (4.10), the algorithm
performs two pairings for each attribute. The pairing operation includes the
Miller loop and final exponentiation. We proposed a formula that declined the

number of final exponentiations as follows [17]:

k1

A5
d e(D;, C;) Ai_ & fohCi ' 6.1
e =) | o

=1 \/pic

where fp ¢ be a Miller loop result with P and () on an elliptic curve as inputs.
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It reduces the number of final exponentiations by 2n—1 times and employs
the Miller loop for each pairing. Finally, the decryption operation utilizes the

final exponentiation only once at the end, improving performance.

6.2.2 Minimizing inversions

The decryption process also requires the inversion operation. We fur-

ther optimized the decryption part by minimizing the number of inversions in
Equation. (4.9) as follows [17]:

1. Calculate P; :

n
Pi= J[ (i—J)(modr).
J=1.j#i
2. Then, calculate inverse of P; :
pl= i(mod T)
1 Pz' :
3. Afterward, calculate the inversion (i — j)~! :
n
i—5)t=P " [ - k)(modr).
k=1,k#j

It reduces the number of inversion operations by n — 1 times and increases
the number of multiplication operations by 3(n — 1) times. This algorithm
is known as Montgomery’s trick. However, the cost of multiplication is much
lower than that of inversion. Therefore, this method is more efficient than
Equation (4.9).
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6.3 Implementation and performance evaluation

6.3.1 Evaluation setup

We implemented the ELiPS-based CP-ABE approach and optimizations
in software, devices, and environments as described in Table 4.2.

For evaluation, we utilized an authorization for data access regarding ad-
ministrative procedures at the university level using the defined access policy
T. In our scenario, the confidential information can be obtained by the user
whose attribute possession of Professor in the Engineering faculty which deals

with 7. The access policy T as illustrated in Figure 6.1 is depicted as:

T = (‘Professor’ AND ‘Engineering’).

Professor Engineering

Figure 6.1: Structure of access policy 7 for administrative exchange in uni-
versity.

Firstly, we assessed the decryption process in a scenario that included ten
user attributes across various file sizes ranging from 8 KB to 96 KB. We then
compared the performance of the proposed techniques with the initial version
of ELiPS-based CP-ABE.

Secondly, we conducted a comparison of the total execution time, which
includes the setup, key generation, encryption, and decryption phases. This
comparison was performed while expanding the number of attributes from 10
to 50. We then compared it with the initial version of ELiPS-based CP-ABE
and the original PBC-based CP-ABE.
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[ Possition: Professor Att-10: ......... ]
Faculty: Engineerin Att-...o ..
| Faculty: Eng 9] ]
| A3 Att-5: ....... ]

Figure 6.2: An access tree is used for the decryption time evaluation.

6.3.2 Evaluation decryption time

In this experiment, we use the access tree shown in Figure 6.2. The
number of attributes is fixed at ten, and we utilized various file sizes ranging
from 8 KB to 96 KB. For each file size, we performed 10,000 executions to
measure the computation time of the decryption function and then took the

average values.

50 1 N N I—

40

30 A

Execution time (ms)

——&—— Previous work [14]
Proposal [16]

8 12 28 32 48 56 64 76 88 96
File size (KB)

Figure 6.3: Comparison of decryption time between previous work [14] and
proposal [16].

Figure 6.3 shows the comparison results of decryption time between ini-
tial ELiPS-based CP-ABE and the optimized versions. The results clearly
demonstrate the significant performance improvements achieved through our

decryption optimizations. By minimizing expensive final exponentiations and
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inversions, we obtained up to 43.1% in average faster decryption times com-

pared to the initial ELiPS-based implementation.

6.3.3 Evaluation total execution time

10-Attributes

50-Attributes

Figure 6.4: An access tree is used for the total execution time evaluation.

In this experiment, we employ the access tree shown in Figure 6.4. The

number of attributes is increased from 10 to 50. We conducted the experiments

10,000 times to measure the total execution time, including setup time, key

generation time, encryption time, and decryption time. We then calculated

the average results.
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Total execution time (ms)
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[ Previous work [14]
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Figure 6.5: Comparison of total execution time among PBC-based CP-

ABE [6], previous work [14], and proposal [16].
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Figure 6.5 shows the comparison results of total execution time among
original PBC-based CP-ABE, initial ELiPS-based CP-ABE, and optimized
ELiPS-based CP-ABE versions.

When considering the total execution time of all CP-ABE algorithms,
the optimized ELiPS scheme showed a 25.3% improvement over the initial
version [14]. Moreover, it outperformed the original PBC-based construction
by 53.8% on average, despite the higher security level.

These optimizations are particularly beneficial in scenarios with large at-
tribute universes or complex access policies, where decryption can be the per-

formance bottleneck.

6.4 Summary

We assessed the influence of decryption optimizations on the efficiency of
our previously proposed ELiPS-based CP-ABE scheme. By minimizing final
exponentiations and inversions, we achieved significant performance gains in
the decryption process. The optimized ELiPS-based CP-ABE demonstrated
up to 43.1% faster decryption times compared to the initial version. For total
execution time, including setup, key generation, encryption, and decryption,
we observed a 25.3% improvement. Notably, our optimized construction also
outperformed the original PBC-based CP-ABE by an average of 53.8%, while
providing a higher 128-bit security level. These results highlight the impor-
tance of carefully optimizing expensive cryptographic operations, especially in

resource-constrained environments like IoT devices.
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Chapter 7

Conclusion and future works

The key objective of this thesis is to enhance the security level and in-
crease the performance of CP-ABE. The original CP-ABE advanced encryption
algorithm has shortcomings, such as a lack of sufficient security and perfor-
mance, making it vulnerable to various attacks and unsuitable for modern
applications. To address these problems, we proposed several improvements

to accelerate performance and strengthen security, as follows:

e Proposed an ELiPS-based CP-ABE scheme, integrating ELiPS into the
CP-ABE framework. ELiPS-based CP-ABE enhanced the performance

of most functions.

e Proposed two additional methods to minimize the number of final expo-

nentiations and inversions, which reduce the decryption process time in
ELiPS-based CP-ABE.

e Evaluated and analyzed the impact of these optimizations on decryption
efficiency. Moreover, we compared the improved ELiPS-based CP-ABE
to the initial version and the original PBC-based CP-ABE.

To deal with these shortcomings and purposes, we define the necessary
fundamentals in Chapter 2. Chapter 3 provides an overview of prominent
pairing-based cryptography libraries and the CP-ABE scheme. Chapter 4
presents an implementation of ELiPS-based CP-ABE, along with several pro-
posed methods to ensure ELiPS compatibility with the CP-ABE scheme, such
as generating a generator g, using Shirase’s technique to transform asymmetric
pairings into symmetric pairings, and carefully choosing functions and modi-
fying the CP-ABE framework to integrate ELiPS into CP-ABE. Although the
ELiPS-based CP-ABE scheme enhances the security level and performance of
most parts, the decryption process remains computationally expensive due to
the costly pairings, final exponentiations, and inversions involved. Therefore,
Chapter 5 introduces two methods to reduce the number of final exponenti-

ations and inversions, optimizing the decryption process in ELiPS-based CP-
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ABE. Chapter 6 provides further evaluation and analysis of the impact of these
optimizations on decryption efficiency.

From the experimental results presented in each chapter, it is evident that
our proposed methods can substantially improve the security level and accel-
erate the processing time of CP-ABE. Our system was not only successfully
implemented within the CP-ABE framework, but also analyzed and evaluated
in several scenarios, indicating its potential applicability in practical applica-

tions. The main experimental results and analysis in this thesis are as follows:

e ELiPS-based CP-ABE enhances the security level of CP-ABE from 80
bits to 128 bits.

e ELiPS-based CP-ABE improves the efficiency of most phases. ELiPS-
based CP-ABE reduces the setup time, key generation time, and en-

cryption time by 26.8%, 75.5%, and 75.3%, respectively, compared to
PBC-based CP-ABE.

e ELiPS-based CP-ABE with these optimizations reduces the number of
final exponentiations by 2n — 1 and inversions by n — 1 times. Addi-
tionally, the decryption time of ELiPS-based with these optimizations
is decreased by an average of 45.5% compared to that of PBC-based
CP-ABE.

e Further evaluation and analysis of the impact of these optimizations
shows that the combination of both techniques resulted in an average
43.1% reduction in decryption time compared to the initial version of
the ELiPS-based CP-ABE scheme, while in total execution, it led to a
25.3% improvement. Moreover, there was an average 53.8% reduction
in total execution time compared to the original PBC-based CP-ABE
method.

For future work, blockchain technology has gained traction across in-
dustries and organizations, offering a secure and transparent framework for
exchanging data. Therefore, we will try to integrate our proposal into a
blockchain system to establish fine-grained access control policies and enhance

privacy-preserving distributed access control.
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