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This thesis is organized as follows:

Chapter 1: We introduce overall cryptography and Ciphertext-Policy Attribute-Based Encryption (CP-ABE). Then
we outline the problems of the original CP-ABE and our motivation for addressing them. The major contributions of

this thesis are also presented in this chapter.

Chapter 2: We briefly discuss the mathematical concepts necessary for understanding this thesis. We define
modular arithmetic, group, ring, field, frobenius map, elliptic curve, sextic twist, hash function, pairing, types of pairing,

and the discrete logarithm problem, including the elliptic curve discrete logarithm problem.

Chapter 3: We introduce an overview of prominent pairing-based cryptography libraries, such as PBC, RELIC,
MCL, and ELiPS. We then show a comparison between these prominent libraries in terms that are mainly utilized in the
CP-ABE algorithm. Additionally, we present an overview of an access tree, which plays a crucial role in determining

who can access encrypted data. Finally, we provide an overview of the CP-ABE scheme.

Chapter 4: We present the implementation of ELiPS-based CP-ABE, including generating a generator g,
transforming asymmetric pairing to symmetric pairing, and modifying CP-ABE for integration with the ELiPS

framework. We also discuss the experimental evaluation and results.

Chapter 5: We propose two methods to improve the decryption process time in ELiPS-based CP-ABE by

minimizing the number of final exponentiations and inversions. We then evaluate our proposal and discuss the results.

Chapter 6: We perform a further performance analysis of ELiPS-based CP-ABE with optimized decryption
functions. We describe the evaluation setup and assess the performance of ELiPS-based CP-ABE with these

optimizations in terms of decryption time and total execution time.

Chapter 7: We conclude the thesis and outline future works.
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