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Abstract. In a system audit and verification, it is important to se-
curely collect and preserve evidence of execution environments, execution
processes, and program execution results. Evidence-based verification of
program processes ensures their authenticity; for example, the processes
include no altered/infected program library. This paper proposes a so-
lution for collection of evidence on program libraries based on Virtual
Machine Monitor (VMM). The solution can solve semantic gap by ob-
taining library file path names. This paper also shows a way to obtain
hash values of library files from a guest OS. Furthermore, this paper
provides examples of evidence on program execution and the overhead
of the solution.
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1 Introduction

1.1 Background

Audit and verification based on log files as digital evidence of program execu-
tion environments, execution processes, and execution results are important for
trustworthiness. In particular, a secure collection and preservation mechanism
for the evidence should be implemented on the system in order to ensure the
validity of the evidence. There are two types of logs for verifying execution; logs
of application programs (APs) such as a web server program and “system level”
logs such as those of operating systems. Sufficient logs for verification might not
be always collected due to the design of the APs. Thus, collection of system level
logs of execution processes is required for amending evidence as well.
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1.2 Attack Model

Our target is a system based on virtual machine (VM). The threat considered in
this paper is defined as executing illegal processing while concealing the wrong-
doing. Our assumed adversary is a user of a guest OS, who has neither an
administrator account of the guest OS nor any account of the host OS, while we
assume that an administrator of host OS is trusted. One example of an attack
scenario is to run a program with malicious and different library files from those
usually used by employing an illegal and malicious method. For example, it is
possible for a user by modifying LD PRELOAD. In this case, we subsequently
need to obtain the path names of the library files and the hash values for proof
that such attack has occurred. From existing studies, it is not clear if this is
possible.

1.3 Related Work

Linux Audit [1] is a mechanism for collecting system level logs in the Linux sys-
tem. In Linux Audit, a collection mechanism in kernel space collects information
about events occurring on a system based on a preliminary set of rules, and an
audit daemon process in the user space stores the information in log files [2,
3]. Pfoh et al. [4] proposed a hardware-based system call tracing function for
VMs. The function on the virtual hardware of the guest VM obtains informa-
tion from the guest VM using Virtual Machine Monitor (VMM) and monitors
system calls. Yan et al. [5] presented a method for recording events on the VM
and reproducing in order to analyze malware behaviors. The method records the
initial state and processes of state changes in an environment, reproducing them
in another environment. The method includes both hardware virtualization sup-
port technology and software emulation technology. In addition, the initial state
is recorded and changing states are processed by an instruction unit of the CPU
and a program function unit. Hassan et al. [6] proposed a method of generating
provenance graphs based on logs by APs and an operating system. The graphs
are useful for analyzing malicious behaviors perpetrated by an attacker.

1.4 Our Contribution

The goal of our study is to realize a system, called an Evidence Collection and
Preservation System (ECoPS), for collecting and preserving evidence without
any restrictions of information on collecting evidence for program execution. In
this paper, we focus on collection of evidence on program libraries as a first step
of our study. From the viewpoint of security, it is more desirable to obtain the
evidence from a VMM than from a guest OS. To obtain evidence from a VMM
the issue of semantic gap needs to be solved. We show a solution to this issue
by obtaining the library file path names. We also show how to obtain the hash
values of library files from a guest OS. We evaluate the solution by performing
an implementation, and provide examples of evidence on program execution for
proof of concept. We also evaluate the overhead of system calls incurred by the
solution.
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2 Issues on Existing Evidence Collection Systems

Pfoh et al. [4] proposed a method whereby information on system call can be
obtained via Virtual Machine Introspection (VMI) [7]. VMI is a monitoring
mechanism for the guest OS that works by obtaining a memory statement on
virtual hardware through VMM. In their scheme, the information related to the
guest OS is not stored in the guest OS, but in the host OS, and no adversary can
gain influence over VMM at all from the guest OS. Their scheme suffers from the
semantic gap issue [8]; VMM does not interpret data on memory in the virtual
hardware of the guest OS due to the lack of information on data structure in
the guest OS. Pfoh et al. considered a solution only on standard inputs/outputs
and command line arguments; it does not include the path name of executable
files, or executed library files because it is not for auditing.

In this paper, we propose an effective method to fill semantic gaps not only
on standard inputs/outputs and command line arguments, but also on path
name of executed files, environment variables, and OS type and its version for
collecting evidence for auditing. Furthermore, our method calculates hash values
in guest OS, after that they are stored to host OS, in order to collect hash values
of executable files, executed library files, and accessed files.

3 Evidence Collection and Preservation System (ECoPS)

3.1 Requirements

The requirements for ECoPS are shown as follows.

System requirement 1: prevents alteration of evidence.
System requirement 2: prevents attacks from infiltrating monitoring func-

tions.
System requirement 3: collects appropriate information related to program

execution.

For system requirements 1 and 2, we adopt a VMM based architecture for
ECoPS. Regarding system requirement 3, we need to identify the type of program
execution for extracting the list of information related to program execution for
use as evidence. We show the assumed program process flow in Fig. 1. We as-
sume that a program is executed in a shell. The user first inputs a path name
and arguments of the execution file to a shell. A shell process creates a dupli-
cate process of itself via a fork system call. A child process issues an execve

system call, loads the specified program, and initializes the state of the process.
Next, it runs the program process. In addition, program libraries are mapped
to a virtual memory space before the process begin in the case of a dynamically
linked program. In this paper, we regard program processes as processes with a
file, standard input and output, and standard error output.

For the assumed program processes previously shown, an evidence collection
system should obtain the following information.
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4 Evidence Collection Mechanism

In this section, we describe the method for obtaining the information on executed
library files. The following information are required for auditing;

(a) Library file path name
(b) Hash values of library files

In many Linux distributions, the mechanism of dynamic link is widely used
because it contributes to reducing the amount of memory. In using dynamic links,
linked libraries are mapped on a virtual memory space for program execution.
Storing the path names of linked libraries is not sufficient to regard them as
evidence of program execution because we cannot determine whether the linked
libraries have replaced with illegal ones. Therefore, we need not only the path
names of library files, but also the hash values of the files. openat and mmap are
system calls for dynamically linked libraries. The openat system call opens a
library file that is dynamically linked. The mmap system call maps the library
file on a virtual memory space. We adopt the use of the openat system call for
hooking because this system call is used earlier than mmap. It helps to reduce
the possibility of statements on memory being altered by adversaries. We show
methods for identifying the path names and the hash values of libraries. We
assume that both the guest OS and host OS are Linux 4.15.18 and a KVM is
used as the virtualization environment.

4.1 Library File Path Names

We use the dentry structure for obtaining the library file path names because
although the arguments of the openat system call include the file path names,
they may be a relative path or symbolic links by which it is difficult to identify
the absolute path. The dentry structure is a data structure holding file names,
directory names and the address of the parent dentry structure in virtual file
systems. The relationships among structures related to file path names are shown
in Fig. 3. To obtain a path name of the target library, we need to refer to
the d name in the dentry structure. Though the d name stores a file name or
directory name, we need to trace the parents’ dentry structures recursively in
order to obtain the absolute path of the target.

First, we explain the method used to identify a dentry structure of the tar-
get library. We assume that a CPU based on the x86-64 architecture is used.
We obtain the contents of IA32 GS BASE register, which is an MSR (Model
Specific Register) in the architecture. MSR is a group of registers for CPU con-
trol. The register stores the initial addresses of CPU variables, including the
current task variable. The current task variable stores the initial address of
the task struct structure which stores the files variable. The files vari-
able stores the initial address of the files struct structure which stores the
fdt variable. The fdt variable stores the initial address of the fdtable struc-
ture which stores the fd variable. The fd variable stores the initial address of
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Fig. 4. Logs of processes of getting a path-name of a file

4.3 Consideration of ways to collect other information

We discuss mechanisms to obtain other information as follows;
Standard inputs, standard outputs, and standard error outputs. These
are obtained by hooking write/read system call and referring to the argument
of the system call storing the address of the buffer storing the contents. In a
similar way, we may also be able to obtain evidence on command line arguments
and environment variables with execve system call.
Path names of files and OS types. These are obtained using the same ap-
proach described in Section 4.1, to trace dentry structures. For the hash values
of executable files and executed files, these may be obtainable using the way
described in Section 4.2, to calculate hash values.
Path names of executable files. Though not difficult to obtain from a guest
OS, it is desirable to obtain these from KVM for reasons of security. A candi-
date of system call for obtaining path names of executable files is execve system
call. However, the returned variable is different from openat; hence we cannot
directly apply the concept proposed in this paper. This is still an open issue.

5 Evaluation

The evaluation environment consists of Intel(R) Core(TM) i5-6500 @ 3.20 GHz,
4 GB memory for the Guest OS, 32 GB memory for the Host OS, and Ubuntu
18.04 LTS (Linux 4.15.18, 64bit) for both the Guest OS and Host OS. In the
implementations, we assigned one vCPU to a monitored guest OS. We show a
part of the kernel logs in the host OS related to the process of obtaining the
path name of a library in Fig. 4. We can find that an inode number of a target
library and the corresponding path name of the target library. Fig. 5 shows the
kernel logs in the guest OS related to the processes of obtaining the hash value
of a library. We used SHA-256 as the hash algorithm. We can find that an inode

number of a target library, the corresponding path name, and the corresponding
hash value of the target library. We used the Linux sha256sum command for
validating the operation, and confirmed that the hash value obtained from our
implementation matched the hash value with the Linux sha256sum.

We evaluated the overhead of system calls incurred by the collection mech-
anism for path names. We measured the number of clock cycles for repeating
openat system calls and getpid system calls 100 times, and repeated this trial
10 times. Table 1 shows the result. From this result, the overhead for openat

system call was 121,880 clock cycles per system call and that in another system
call such as getpid was 67,235 clock cycles. The substance between these over-
heads of 54,645 clock cycles is a result of obtaining the path names in the openat
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Fig. 5. Logs of processes of getting a hash value of a file

Table 1. Result of evaluating openat and getpid system calls (clock)

openat getpid

Max. Min. Ave. Med. Max. Min. Ave. Med.

Normal 310,976 3,688 9,756 9,313 3,632 1,312 2,348 2,504

Ours 13,409,152 66,596 131,636 67,438 9,445,120 34,324 69,583 34,528

system call. If it is assumed that a 3.0 GHz processor is used, the overhead of
system calls without openat is about 22.4 µs. The overhead of an applications
is increased in proportion to the number of system calls which the application
issues. Therefore, the influence on performance from the overhead caused by
the collection mechanism is acceptable unless the application issues system calls
too frequently. Note that the overhead is not included the calculations of hash
values, hence it remains as future work.

Table 2 shows a comparison with our perspective of ECoPS and other existing
techniques.Note that it is just our perspective as described in Section 4.3, we have
not implemented and evaluated all collection functions. While existing techniques
did not provide any way to collect the path names and hash values of executed
libraries. In our perspective, ECoPS is capable of collecting all the information
required for evidence of program executions as shown in Section 3.

6 Conclusion

In this paper, we showed a solution to solve the semantic gap in obtaining the
library file path names as a first step of realizing ECoPS. We also showed a way to
obtain hash values of library files from a guest OS. We evaluated the solution by
performing an implementation, and provided examples of evidence on program
execution for proof of concept. We also evaluated the overhead of system calls
incurred by the solution and showed that the overhead can be acceptable. In
future work, we will try to find a way of obtaining the path names of executable
files in VMM. Though the Criteria 2 and 3 shown in Section 3 are regarded
as outside the scope, we will discuss and attempt to realize a method capable
of securely transferring evidence from the guest OS to KVM and a method to
securely store evidence in KVM.

Acknowledgement. This work was partially supported by JSPS KAKENHI
Grant Numbers 19H04109 and 19H05579.
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Table 2. Comparison with our perspective of ECoPS and existing work

Collected evidence ECoPS (this paper) Linux Audit [1] Pfoh et al. [4]

Path names of executable files ✓(Guest OS) ✓
Hash values of executable files ✓(Guest OS)

Path names of executed libraries ✓
Hash values of executed libraries ✓(Guest OS)

Standard I/O and error output ✓ ✓ ✓
Path names of used files ✓
Hash values of used files ✓(Guest OS)

Command line arguments ✓ ✓ ✓
Environment variables ✓ ✓
OS Type and its version ✓
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